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MonOdonc

Bce yrioMsiHyTBIE B 3TOM JJOKyMeHTe Ha3BaHUS IIPOJIyKTOB, JIOTOTHUIIBI, TOPrOBbIe MapKy U
TOBapHble 3HaKU NIPUHAIJIeXaT UX Bila/ielIbllaM.

Tosapusie 3Haku «MoirtOduc» u «MyOffice» npunamgnexar OO0 «HOBBIE OBJIAYHDLIE
TEXHOJIOT'MW».

Hu npu xakux oOCTOSTeNbCTBAX HeJlb3sl UCTOJIKOBBIBATH JIFOO0E COIep>KMMOe HACTOSIIero
JIOKyMeHTa Kak IIpsiMoe WJIM KOCBEeHHOe IIpe/loCTaBjIeHNe JIUIeH3UM WK IIpaBa Ha MCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB UJIM 3HAKOB 00OCITy>KMBaHUS, IPUBEIEHHBIX B HEM.

JItoboe HeCcaHKIIMOHMPOBAHHOE HCIIO/Ib30BaHME 3THUX TOBAPHBIX 3HAKOB, JIOTOTUIIOB MJIM 3HAKOB

obcmy>xuBaHUs 6e3 MUCBbMEHHOT0 paspellieH s KX IPaBoobIIa/iaTesNs CTPOro 3aIpelleHo.
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INEPEYEHDh COKPAIIIEHIY, TEPMHHOB U OITPEJIEJIEHUI

B HaCTodieM HOOKYMeHTe IIPpUMEeHAI0T ClleAyrolye COKpallleHHWda C COOTBeTCTBYIOIIMMHA

pacimdpoBkamu (cM. Tabnuiry 1):

Tabnuna 1 — CokpailleHus ¥ paciiippoBKU

Coxpamenue,
PacmmndpoBka u onpenesnenne
TepMHH

ocC OmnepanuoHHas cucTema.

CPM CepBucHO-pecypcHasi MoJiefib. Jlorudeckast MOJiesib CepBUCA, ONMCHIBAIOIIAS COCTAB
Y B3aMMOCBSI3M KOMIIOHEHTOB.
Application programming interface (aur:.), nporpaMMHbIN HHTEpbENC MPUIOKEeHHs

API — omnmMcaHue crocoboB (HAbOp KIACCOB, Mponeyp, GyHKIUH, CTPYKTYP WIH
KOHCTAHT), KOTOPBIMH OJTHA KOMIIbIOTEPHAs TPOTpaMMa MOXeT B3aUMOJIeCTBOBATh
C Ipyro# IporpaMMon.
Content Delivery Network wm Content Distribution Network (afri.), ceTb 1oCTaBKH

CDN (v auCTpUOYIIMM) CONEePXKUMOT0 — paclipefiesléHHast ceTeBasi UHPPACTPYKTypa,
II03BOJISIIOIAsl ONITUMU3UPOBATh JOCTABKY M TUCTPUOYIIMIO COJIePXKUMOI0
KOHeuHBbIM I10JIb30BaTessIM B ceTu MIHTepHeT.

CO Cloud Office (anrmn.), O6maunsiii Oduc, obiree HazBaHUe MPOAYKTa.

CVvM Conversion Manager (anr1.), CepBuc ynpapiieHUs] KOHBepTHpPOBaHUeM (aitioB.

cu Conversion Unit (aHri1.), 3k3eMIUISIp Mpollecca KOHBepTOpa Pa3iuyHbIX GOpMaTOB
daios.

DCM Document Collaboration Manager (anr1.), CepBuc ynpaBiieHus! peJakTHpOBaHUEM
JIOKYMeHTOB.

DU Document Unit (anm1.), 3k3eMIUBIp Ipoliecca pelaKTHPOBaHUS U KOJUTA00paIun
IIOKyMEHTOB.

FM File Manager (anrn.). Cepsuc ¢aiioBoro MeHemxepa.
High Availability (aur.), Bbicokasi JOCTyTHOCTb — XapaKTepUCTHKA TeXHUIEeCKOH

HA CHCTeMBbl, pa3paboTaHHOM BO M30eXkaHHe HeBBIIIOJIHEHHOTO 00CTy KUBAHUS Ty TEM
yMeHbIIIeHHsI WK yIIpaBJieHus CO0sIMU 1 MUHUMH3allMel BpeMeHH IJIAHOBBIX
MIPOCTOEB.

10D Java OpenDocument Converter (anri.). CepBUC KOHBepTUPOBAaHHUS IOKYMEHTOB

crangapta OpenDocument.
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Coxpamienue,
PacmmdpoBka u onpenenenue
TepMHH
PGS Pythagoras Storage (anrn.). KomnonenT cepuca Mo#O¢uc YactHoe O6mako,
MpeCcTaBisieT Co00# 06 beKTHOe XPaHUIHUIIIE.
Web Frontend (anri.). O61mee HazBanue web npuoxkennii MoOduc YacTHoe
WFE
Obmnaxo.
FM File Manager (anrn.). CepBuc ¢ainoBoro MeHemxepa.
High Availability (anrm.), Beicokasi JOCTYIHOCTb — XapaKTepUCTHUKA TeXHUYeCKOH
HA CUCTeMBbl, pa3pab0TaHHOM BO HM36eXaHre HeBBIIOJHeHHOTO 00CITy XUBaHUs Iy TEM
yMeHbIIIeHUs] WM yIIpaBieHus: c60sMU U MUHUMU3aliel BpeMeHH IJIaHOBBIX
IIPOCTOEB.
10D Java OpenDocument Converter (aHr.). CepBuC KOHBepTHPOBaHUS IOKyMeHTOB
cramapta OpenDocument.
NM Notification Manager (anry.). CepBuC ynpaBjeHHUs ONIOBEIeHUSIMH.
Single Sign-On (aHr1.), TEXHOJOTHS €JMHOTO BXOJA — TEXHOJIOTHS, TIPU
SSO HCII0JIb30BaHUM KOTOPOM M0JIb30BaTeb [lepex0dUT U3 OJHOU CUCTEMBI B JIPYTYIO,
He CBSI3aHHYIO C IIepBOM CUCTeMOM, 6e3 MOBTOPHOM ayTeHTHU(UKAIINH.
Web Frontend (anrn.). Obuiee Hazpanve web npunoskennit MoitOduc Yactaoe
WFE
Obuaxko.
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1 OBIIIME CBEJEHUA

1.1 BBegeune

CepBucHo-pecypcHast mojgenb (CPM) — aTo jorudeckast Mojiesib CepBHCa, OMHChIBAIOIIAs
COCTaB M B3aUMOCBSI3U KOMIIOHEHTOB (PecypcoB), KOTOpble COBMECTHO 00eClieyuBaioT
npenocraBienre ceppuca. CPM moxer ObITh IpeficTaBjieHa B BUJle Hepapxudeckoro rpada,
y371aMH KOTOPOTO SIBJISIFOTCS. KOMIIOHEHTHI, a pebpamMu — cBsi3u Mexxny HUMU. CPM moxxeT OBITBH
WCII0JIb30BaHa [IjIsl pellleHUs] MMPOKOro Kpyra 3a/lay, OJIHAKO B IEepBYI0 OYepelb IpeAHa3HAuYeHa
JUIsi MOHUTOPUHTA TapaMeTpoB KaueCTBa CEpBUCA, KOTOPBIM MOXeT BBINOJIHSTBCS B paMKax
Ipoliecca yIpaBJjieHus IOCTYIIHOCTbIO. B aHHOM fokyMeHTe rpaduueckoe npepcraBienue CPM
NpHBefieHO B paszieiie JluarpaMMbl, a METOJUKHU TMPOBEPKH 3HAUYeHWM IapaMeTpOB CepBUCA - B

COOTBETCTBYIOIIUX pa3ienax.

1.2 I'papamyu u onpenesenue crenenu Biaussust CepBucoB Ha IlogcucreMsr

B OAdHHOM JIOKYMeHTe HCIIOJIb3YIOTCS HECKOJIbKO ypOBHEfI BIIMSIHHWSL OTHEJIIBHOI'O CepBI/ICEl

Ha [Toncucremy 1 Ha Cucremy B LlejioM. YPOBHH oOllpefiesieHbl HUXxe, B Tabnuie 2.

Tabnuna 2 - YposHu BiMsiHYS cepBUCOB Ha [loncrcremy

YpoBensn
Omnucanue
BJIMSTHHUS
Critical Otka3 CepBuca IpUBOIUT K MOJHOM HepaboTocnocobHocTu [loacucremsi.
OTtka3 CepBuca He IpUBOAUT K HepaboTtocnocobHoctH Ilogcucrempr/Otkas CepBuca
Major MIPUBOJUT K OTCYTCTBUIO KpUTUYHOM GyHKIIMOHAJIIBHOCTHU IIPU 0011el JOCTYITHOCTH
Cepsuca.
Min Orxka3 CepBuca IpUBOJUT K HEPAOOTOCIIOCOOHOCTH PeJIKO UCIOJIb3yeMOU
or
YHKIMOHAIBHOCTH, MO0 K MafleHUI0 IPOU3BOAUTEIbHOCTH.
. OTtka3 CepBrca He IPUBOAUT NoTepe GyHKIMOHAILHOCTHU (HalpUMep, OTKa3 OJHOTO U3
Warning
Y3JI0B KJIaCcTepa).
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2 TUATPAMMBI

2.1 CepBuc «MoitO¢puc Yacraoe Ods1ako»

) 4
XpaHunuuie PepakTtopbl

|
LI:IPGS ) [ co J

\

\ 4

ﬂ/cnoaHble 0003HayeHus ypOBHh

KPUTUYHOCTM CEPBMCOB

|:| Critical

Pucynok 1 — CepBucHo-pecypcHas mogenb MoiOduc YactHoe O6ako
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2.2 CepBucHo-pecypcHast Mozens Pegakropsr (CO)

- -

-

,
+ Mopcuctema

\
g \ e \ | aBTOpU3ALMK :
|-|O,qC¢VI)CTeM8 : > Pepaktops | ' 1 Web npunoxenui !
, HOTUGMKALMN r
. : . ' [] AuthAPI Service |
o <
:D NM Service | [] co X OSSO Application |
N 1 I
3 —F . <>WFE Application '
1 AY
1 S K----- ’
1
T TEEEEEEEEEEEES N !
: Moacuctema penaKTMpOBanﬂ: :
1 AOKYMEHTOB 1 e ———— e ~
: ) : ! TMoacuctema KoHBEpTaLMM !
X [] ocm service . | [IOKyMEHTOB X
i [[] bU Pool of Containers ! . g
N e m e p e —————— . 1 |:] CVM Service :
T . [ cu containers on demand !
1 ! . . emmEmEEmEEEEEE- \
! . [[] JoD Conversion Service ) " Moncucrema f
X el ettt - I haiinoBoro MeHemxepa |
1 1 L 1
1
: : 1 [] FM Service '
1
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4
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! NpeBbIO 1 NEYATU [JOKYMEHTOB 1
i 1
! O Pregen Service ' - N
' g ! ./ Mopcuctema '
e e . | ynpaBneHus Knactepom
T L .
. ] HAProxy Service :
1
i [] LVS LB Direct Routing
1
+ [] Manage API Service 1
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. [] RabbitMQ Cluster |
1
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1
1 Fontconv Service
1

' [[] ETCD Cluster
1
' /\ Chatbot Service

|\<> CDN Service ,
> .
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1
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<> Major X A FluentD Server |
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O Warning 1
1
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Pucynok 2 — CepBucHo-pecypcHas mozeins Penaktoper(CO)
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2.3 CepBucHo-pecypcHasi Monenb Xpanwmie (PGS)

( Pepaktopsbl
co

L e

, T T T T T s s T T N STt s Tmm T
1 Mopcvctema o6MeHa ' L J : Moacncrema
| AdHHBIMU : , JlormposaHus
i 1 !
. 1
! [] Redis : l l—l‘ A Syslog-ng
1 i 1 .~ e e e e, e, e, e, e e e - -
\\I:I RabbitMQ R jemm el e .
_____________ I Aapo API !
1 D G T T R
1 . i
. [] Aristoteles :
1 1
' [ Euclid e mmmemaes
1 1
' /\ Heraclitus !
\ ] e T TEEEE=EE=ES=ES= ~
N e e o o o o o o= --
mmmm e e d e m i — - . T : Moacuctema novcka
4
1 lMoacuctema ynpaBneHns 1 R _I'I ------------- N |
1 1 OACHCTEMA XpaHeHUs )
! ACCTYTIOM Lo FIOﬂbBOBaTEJTgVI, \ : [] Elasticsearch
. , 1 MeTafaHHbIx dhannos ! . .
' [] Keycloak \ 1 vnpasAocTyna : : L1 RabbitMQ
1 1 I 1 -
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N £ e e e e e e e e e +_ — N e o= o = ————— -
_____ TR B |
¢” \ !
1 [Nogcuctema 1 :
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: . |
! [[] Polemon ! I
\ 7 .
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|:| Critical

A Minor

O Warning

N /

<> Major | !

Moacuctema
I KOHchurypauum
I

1 D etcd

Pucynok 5 — CepBucHo-pecypcHast mojienb X panuiuiie (PGS)
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3 PEJJAKTOPEI (CO)

B onucanun mMeTtonoB KOHTpousiss ucnonb3yloTcsl nepemeHHble Buga SPRIVATE_IPV4,
$CVM_PORT unu $DCM_CHECK_PATH, kotopble omnpeneisiioT IapaMeTpbl KOHKPETHOI'O
okpyxeHus. B kauectBe 3HaueHus nepemeHHol SPRIVATE_IPV4 ucnonb3yiite BHyTpeHHUU [P
ajipec XOCTa TOW pOJIM, MPOBepKa KOTOPOM Mpou3BouTcs. OcTanbHble epeMeHHble OMMUCAHBI B
MeToJlaX KOHTPOJISL.

B nanbHelimem Be3fie, rie onucbiBaeTcs ¢anil ¢ nmyreMm /opt/co, CTOUT yd4uUTBHIBATh, YTO
pacrionioxxeHve ¢aisia MoXeT ObITb WHBIM, eCIM IIpYM pa3BepThIBAHWU OBbIJIO I1epeolipeliesieHO
3Hauenue nepemennori CO_DIR.

KoHTposnb GyHKITMOHWPOBaHHSI CEPBUCOB BBITIOJIHSETCS 3alIPOCaMH U3 KOMaHIHOM CTPOKH,

BbI30OBAMHU YTUJINTBI curl.

3.1 Iloncucrema aBropusanuu 1 Web npuioxenuii

Tabmua 3 - IlapameTpsl oficucTeMbl aBTOpU3anuu U Web nipunoxeHui

KonTpoaupyemsiii napamerp KoppexTHoe 3Ha4yeHue Kpurnunocrts
Auth API OK Critical
TLS GOST Proxy running Critical
SSO Application running Major
WFE Application running Major
WTE Application running Major

3.1.1 Meromuka xouTpoass AuthAPI
[IpoBepka craryca pabots! nojcucreMbl AuthAPI ocymiectBisiercst koMaHIHOM CTPOKe:

curl -s
http://$PRIVATE_IPV4:$0OPENRESTY_LB_CORE_AUTH_MNG_PORT/api/manage/core/s
tatus | jgq '.all’

3nauenve mnapamerpa OPENRESTY LB CORE AUTH MNG PORT npuseneHo B
[Ipunoxenun 1 PykoBojcTBa 1o ycTaHOBKe.

[Ipumep oTBera:

n OK n
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3.1.2 Metoauka xkourpoisi TLS GOST Proxy

Buumanue! JlaHHas TmipoBepka pacHpOCTPaHSETCSl TOJbKO HA  BepCUH
NPUWIOKeHHUs, CoJepKallue Kpunrorpadudeckde Impeobpa3oBaHUs COMVIACHO
T'OCT Po.

Ins mpoBepku cratyca TLS GOST TtpeGyercs ybemuThcsi B TOM, YTO KOHTEHHep C

IMpUWJIOXKEeHUWeM 3dllyllleH, OJIg 3TOro B TepMHUHAJIe OT I10JIb30BATeId root BbIIIOJIHUTH KOMaHOY:

curl -s --unix-socket /var/run/docker.sock http://v1.38/containers/json | jq '.[]

| select(.Names == ["/nginx-gost"]) | .State'

[Ipumep oTBera:
"running”

3.1.3 Metoauka koHTpOoJsi mapamerpoB SSO Application

Jnst mpoBepku cratyca SSO Application Ha Bcex xocrax ¢ poibio Ib-core-auth y6enuthcs B
TOM, YTO KOHTEHHEep C MPUWJIOKeHWeM 3aIlyIleH, JUisl 3TOr0 B TepMUHAJIe OT I10JIh30BaTesis root

BLITIOJIHUTb KOMaHY:

curl -s --unix-socket /var/run/docker.sock http:/v1l.38/containers/json

| 39 '.[] | select(.Names == ["/web-sso"]) | .State'

[Ipumep oTBera:
"running"

3.1.4 Metoauxa xkonTpossa napamerpoB WFE Application

s npoBepku craryca WFE Application Ha Bcex xocTax ¢ posbto 1b-core-auth y6enurecs
B TOM, YTO KOHTelHep C IPUJIOXKeHHeM 3allyllleH, Ui 3TOr0 B TepMHHajle OT I10JIb30BaTesis root

BBIIIOJIHUTb KOMaHY:

curl -s --unix-socket /var/run/docker.sock http:/v1l.38/containers/json

| g '.[] | select(.Names == ["/web-wfe"]) | .State'’

[Ipumep oTBera:

"running"
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3.1.5 Metoauka kourposs napamerpoB WTE Application

Jns mpoBepku cratryca WTE Application Ha Bcex xocrax ¢ ponbio lb-core-auth ybemutbes

B TOM, 4YTO KOHTEfIHep C IIpUJIO’)KeHreM 3dallyIleH, IJjid 3TOro B TeépMHHaJIe OT I10JIb30BaTeJlsd root

BBIIIOJIHUTb KOMaHY:

curl -s --unix-socket /var/run/docker.sock http:/v1l.38/containers/json

| 39 '.[] | select(.Names == ["/web-wte"]) | .State'

[Ipumep oTBera:

"running"

3.2 Iloncucrema ¢aijioBoro MeHemxepa

Tabnuma 4 - [Tapamerpsl oficKCTeMBI (GaIOBOTO MeHeKepa

KonTpoaupyemsiii napamerp KoppexTHoe 3Ha4yeHue Kpurnunocrts

FM Service UuP Critical

3.2.1 Meroauka xourpousi FM Service

curl -s $FM_SCHEME://$FM_HOST:$FM_PORT/$FM_CHECK_PATH | jq '.status'

3HaueHUs I1apaMeTpPOB BbI30Ba IIpUBelleHbl B  dailie /opt/co/systemd/units/fm-

watchdog.service. B paznene [Service] onucanbl ciiefiyrolpie apryMeHThl U 3Ha4eHH sl TTlepeMeHHON
ExecStart:

-s $FM_SCHEME

-h $FM_HOST

-p $SFM_PORT

-u $FM_CHECK_PATH

[Tpumep oTBera:

n UP n

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOT'MW», 2013-2023



MonOdonc

3.3 IlogcucreMa KOHBepTalUH JOKYMEHTOB

Tabmuma 5 - [TapameTpsl TOACKUCTEMBI KOHBEPTAITUU IOKYMEHTOB

KonTponupyemsiii napamerp KoppexTHoe 3Ha4yeHue Kpurnunocrs
CVM Service UP Critical
CU Pool of Containers true Critical
JOD Conversion Service UP Critical

3.3.1 Metoauka xkourposuss CVM Service

[IpoBepka craTyca pabotel moacuctembl CVM Service ocylecTBisieTcsi B KOMaHJIHOU
CTpOKe:

curl -s $CVM_SCHEME://$CVM_HOST:$CVM_PORT/$CVM_CHECK PATH | 1jq
'.status’

3HaueHWs1 TIapaMeTpOB BBI30BA TMpUBelleHbl B  dailse /opt/co/systemd/units/cvm-

watchdog.service. B pasznerne [Service] onncassl ciiefyrolyie apryMeHThl U 3HaYeHUs llepeMeHHON
ExecStart:

-s $CVM_SCHEME

-h $CVM_HOST

-p $CVM_PORT

-u $CVM_CHECK_PATH

[Ipumep oTBera:

n UP n

3.3.2 Meroauxa xourposs napamerpoB CU Pool of Containers

[IpoBepka craryca pabotbl mojacuctembl CU Containers on demand ocyiiiecTBisieTcsi B

KOMAaH/IHOU CTPOKe:

curl -s $CVM_SCHEME://$CVM_HOST:$CVM_PORT/$CVM_CHECK_PATH | ijq
' .components.CVM.details.npsPool > @'

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOT'MW», 2013-2023

16



MonOdonc

3HaueHWs] TIapaMeTpOB BBI30BA TMpHUBe/leHbl B  daiije /opt/co/systemd/units/cvm-

watchdog.service. B pasnesne [Service] onucanbl ciefiyrolpie apryMeHThl U 3HaueHUsl lepeMeHHON

ExecStart:
-s SCVM_SCHEME
-h SCVM_HOST
-p SCVM_PORT
-u SCVM_CHECK PATH

[Ipumep oTBera:

"true"

3.3.3 Meroauka xourpoJs napamerpoB JOD Conversion Service

curl -s $JOD_SCHEME://$PRIVATE_IPV4:$J0OD_PORT/$3JOD_CHECK_PATH | jq
'.status’

3HaueHHWs1 T[apaMeTPOB BBI30BA IIpUBeJieHbl B  daiijie /opt/co/systemd/units/jod-

watchdog.service.

B paszgnene [Service] onucanbl ciieyrolye apryMeHThl U 3HaueHUsl lepeMeHHOW ExecStart:
-s $JOD SCHEME

-p $JOD_PORT
_u $JOD_CHECK PATH

[Ipumep oTBera:

nyp"
3.4 Iloncucrema reHepany NpeBbI0 U IeYaTH JJOKYMEHTOB
Tabnuna 6 - [lapameTpsl oCKCTEMBI TeHepaluy MPeBbi0 U I1eYaTH JOKYMEeHTOB
KonTponupyemsblii mapamerp KoppekTHoe 3HaueHue Kpurnunocrs
Pregen Service OK Major
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3.4.1 Meroauka koHTposs Pregen Service

Komanpa xontposns Pregen:

curl -sX HEAD -I

$PREGEN_SCHEME : //$PREGEN_HOST : $PREGEN_PORT$PREGEN_CHECK_PATH | grep
HTTP | awk '{print $3 }'

3HayeHUsl TMapaMeTpPOB BbI30BAa MpHBeleHbl B dalije /opt/co/systemd/units/pregen-

watchdog.service. B pasnene [Service] onmcanbl ciiefiyroliie apryMeHTbl U 3Ha4eHusl TTlepeMeHHON

ExecStart:
-s SPREGEN_SCHEME
-h SPREGEN HOST
-p SPREGEN PORT
-u SPREGEN CHECK PATH

[Tpumep oTBera:

n OK n
3.5 Iloncucrema pegakTHUPOBAaHMS JOKYMEHTOB
Tabmuna 7 - [TapameTpsl 1OJCUCTEMBI peJTaKTUPOBAHUSI IOKYMEHTOB
KonTponupyemsliii mapamerp KoppekTHoe 3HaueHne Kpurnunocrs
DCM Service UP Critical
DU Pool of Containers true Critical

3.5.1 Meroauka xourpoas DCM Service

curl -s $DCM_SCHEME://$DCM_HOST:$DCM_PORT/$DCM_CHECK_PATH | jgq
'.status’

3HaueHHWs] TIapaMeTpOB BBI30BA TMpPUBeJleHbl B  daiise /opt/co/systemd/units/dcm-

watchdog.service.

B paznene [Service] onucaHbl ciieyroipie apryMeHThl M 3HaueHus lepemeHHoW ExecStart:
-s SDCM_SCHEME

h $DCM_HOST
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-p $DCM_PORT
-u $DCM_CHECK_PATH

[Ipumep oTBera:

n UP n

3.5.2 Metoauka xkourposs napamerpoB DU Pool of Containers

[IpoBepka Hanmuus KoHTeriHepoB DU onpenensieTcss KOMaHOM:
curl -s $DCM_SCHEME://$DCM_HOST:$DCM_PORT/manage/documents | jgq 'length
> 0'

[TonyueHHOe 3HaYeHHe JOIKHO COOTBETCTBOBATH "true”

3.6 Ilogcucrema HoTHPHUKAIUHI

Tabnuna 8 - [TapameTpsl mojicucTeMbl HOTUDHUKAITUU

KonTponupyemsliii mapamerp KoppekTHoe 3HaueHne Kpurnunocrs

NM Service UP Critical

3.6.1 Mertoauka koHTpOoJsa napamerpoB NM Service

curl -s $NM_SCHEME://$PRIVATE_IPV4:$NM_PORT/$NM_CHECK _PATH | jq

'.status’

3HaueHHWs1 IapaMeTpOB BbI30Ba TpUBe/leHbl B  ¢aiiie /opt/co/systemd/units/nm-
watchdog.service. B pasznerne [Service] onncassl ciiefyrolyie apryMeHThl U 3Ha4eHUs llepeMeHHON
ExecStart:

-s SNM_SCHEME

-p SNM_PORT

-u SNM_CHECK PATH

[Tpumep oTBera:

n UP n
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3.7 Iloncucrema ynpasBJieHHsI KJIaCTepOM

Tabmuma 9 - [lapameTpbl TOACKCTEMBI YITPaBJIeHUs KJIACTEPOM

KonTponupyemsiii napamerp KoppexTHoe 3Ha4yeHue Kpurnunocrs
Redis Cluster PONG Critical
RabbitMQ Cluster ok Critical
ETCD Cluster true Critical
HA Proxy Service 200 OK Service ready Critical
LVS LB Direct Routing true Critical
Manage API Service OK Critical
Fontconv Service OK Minor
CDN Service running Major
Chatbot Service OK Minor

3.7.1 Metoauka xkonTpossa Redis Cluster

s npoepku cepBuca Redis Cluster Ha xocre, ¢ KOoTOporo OyJeT IPOU3BOJUTHCS
MIpOBepKa, TpedyeTcsl TpeIBapUTeIbHO YCTaHOBUTD YTUIUTY redis-cli.

s rpm-based aucTpubyTHBOB 3TO MOXKHO CIeIaTbKOMAH/IOM

yum install redis

st deb-based mucTprbyTHBOB 3TO MOXHO C/ieJlaTh KOMaH/I0M:

sudo apt install redis-tools

[Tocre yero BBIIIOIHUTH IPOBEPKY KOppPeKTHOCTH paboTel cepBuca Redis Cluster

redis-cli -h $PRIVATE_IPV4 -p $REDIS_SENTINEL_PORT ping

3nauenne mapamerpa REDIS SENTINEL PORT npuBemeno B Ilpunoxenuu 1
PykoBoncrtBa no ycraHoBke, rae oH onucad nnog umeHeM REDIS SEN PORT.

[Ipumep oTBera:

"PONG"
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3.7.2 Metoauxa xkoHTpossa RabbitMQ Cluster

curl -s
$RABBITMQ_SCHEME 5 //$RABBITMQ_USE RNAME : $RABBITMQ_PASSWORD@$ RABBITMQ_NODE
:$RABBITMQ_MNG_PORT$RABBITMQ CHECK_PATH | jq '.status'

3HayeHuss napamerpoB  RABBITMQ USERNAME, RABBITMQ PASSWORD,
RABBITMQ MNG PORT npusenens! B [Ipunoxenuu 1 PykoBojcTBa 110 ycTaHOBKe.

3HaueHUs OCTaJIbHBIX [1apaMeTpOB BbI30Ba IIpUBelleHbl B dailsie /opt/co/systemd/units/mq-
ms-watchdog.service. B pasmene [Service] omucanbl ciefyroiipie aprymMeHTbl W 3HAYeHUs

nepemeHHou ExecStart:

-s SRABBITMQ SCHEME
-h SRABBITMQ NODE
-u SRABBITMQ CHECK PATH

[Ipumep oTBera:
n OK n

3.7.3 Meromuka koHTpoass ETCD Cluster

curl -ks
https://$ETCD_BROWSER_USERNAME : $ETCD_BROWSER_PASSWORD@$PRIVATE IPVA4:$ET
CD_CLIENT_PORT/health | jq '.health'

3HaueHus IapaMeTpoB ETCD BROWSER USERNAME,
ETCD BROWSER PASSWORD, ETCD CLIENT PORT  npuBenmensi B I[lpunokenuu 1
PykoBopcTBa 1o ycraHoBke.

[Tpumep oTBera:
"true"

3.7.4 Meroauka xourpoisa HA Proxy Service

curl -s
$HAPROXY_SCHEME : //$HAPROXY_USERNAME : $HAPROXY_ PASSWORD@$PRIVATE_ IPV4:$HA
PROXY_PORT_STATS_HTTP$HAPROXY CHECK_PATH | sed -e 's/<[~>]*>//g'
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3HaueHUsl  I1apaMeTpoB HAPROXY USERNAME, HAPROXY PASSWORD,
npuBeieHbl B [Ipunokennu 1 PykoBojicTBa 10 yCTaHOBKe.

3HaueHUs OCTaJIbHBIX rapaMeTpoB BBI30BA MIpUBeJIeHbI B
danne  /opt/co/systemd/units/haproxy-http-watchdog.service. B pasnmene [Service] omnucanbt

clenyrolie apryMeHThl U 3HaueHus liepeMeHHOM ExecStart:
-s SHAPROXY SCHEME

-p SHAPROXY PORT STATS HTTP
-u $ HAPROXY CHECK PATH

[Tpumep oTBerTa:

200 OK

Service ready.

3.7.5 Meroauka xkourposs Manage API Service

Ha xocrax c ponbio Ib_core_auth B koHCO0/IM BBITTOTHUTD KOMaH/IY:

curl -s
http: //$PRIVATE_IPV4 : $OPENRESTY_LB_CORE_AUTH_MNG_PORT/api/manage/con'Fig

/version

3nauenve mnapamerpa OPENRESTY LB CORE AUTH MNG PORT npuseneHo B
[Tpunoxenun 1 PykoBojicTBa 110 yCTaHOBKe.

OTBert cepsepa c kojioM 200 OK MoxxeT cunTaThCsl MIPU3HAKOM IITaTHOW paboOThl CepBHCa.

3.7.6 Metoauka koHTposs napamerpoBFontconv Service

curl -sX HEAD -I
$FONTCONV_SCHEME : //$FONTCONV_HOST : $FONTCONV_PORT$FONTCONV_CHECK_PATH |
grep HTTP | awk '{print $3 }'

3HaueHHWs] TlapaMeTpPOB BBLI30Ba IIpHMBeieHbl B (aisie  /opt/co/systemd/units/fontconv-
watchdog.service. B pasnene [Service| onucansl ciefiyrolpe apryMeHThl U 3Ha4eHUs IlepeMeHHO!

ExecStart:
-s SFONTCONV_SCHEME

-h $FONTCONV_HOST
-p $SFONTCONV PORT
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-u SFONTCONV_CHECK PATH

[Tpumep oToOpaXkeHus pe3ysbTaTa BbIIIOJHEHUS! KOMaH/IbL:

OK

3.7.7 Mertopuka xoHTpoas nmapamerpoB CDN Service

Ha xocrax c ponsto Ib_core_auth B koHCO/IM BBITIOIHUTH KOMaH/y

systemctl is-active lsyncd

KoppekTHbiM oTBeToM OyieT active.

3.7.8 Meroauka xonrpossa napamerpoB Chatbot Service

curl -sX HEAD -I
$CHATBOT_SCHEME : //$CHATBOT_HOST : $CHATBOT PORT$CHATBOT _CHECK_PATH | grep
HTTP | awk '{print $3 }'

3HaueHUs I1apaMeTpOB BbI30Ba IIpuUBefieHbl B daile  /opt/co/systemd/units/chatbot-
watchdog.service. B pasnesne [Service] onucanbl ciiefiyrolpie apryMeHTbl U 3HaueHUsl llepeMeHHON
ExecStart:

-s SCHATBOT SCHEME

-h $SCHATBOT HOST

-p SCHATBOT PORT

-u SCHATBOT CHECK PATH

[Ipumep oTBera:

0K
3.8 Iloncucrema 1orupoBaHus
Tabmma 10 - [TapaMeTpbl OACUCTEMBI JIOTUPOBAHMUSI
KonTponupyemsblii mapamerp KoppekTHoe 3HaueHue Kpurnunocrs
Fluent Server OK Minor
Fluent Agents OK Minor
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KonTponupyemsblii mapamerp KoppekTHoe 3HaueHue Kpurnunocrs
Elasticsearch green Minor
Kibana OK Minor

3.8.1 Meroauka konrpossa napamerpoB Fluent Server

[TpoBepka MpOBOUTCSI B KOMAaHIHOW CTPOKE Ha XOCTax C PoJibio log

docker exec -t fluentd-server curl -svo /dev/null

http://127.0.0.1:$FLUENTD_SERVER_PORT_MONITOR/api/plugins.json | grep

"< HTTP' | awk '{print $4 }'

3nauenve mapamerpa FLUENTD SERVER PORT MONITOR

[Tpunoxenun 1 PykoBojicTBa 110 yCTaHOBKe.

[TpuMep KOppeKTHOTO OTBeTa:
OK

3.8.2 Meroauka koHTposs napamerpoB Fluent Agents

HpOBepKa ITPOBOUTCA B KOMaHJIHOH CTpOKe Ha BCeX XOCTax

IIpUBeJIeHO

docker exec -t fluentd-agent curl -svo /dev/null | grep '< HTTP' | awk

"{print $4 }'

[TpumMep KOppeKTHOTO OTBeTa:
OK

3.8.3 Meroauka konTpossa napamerpoB Elasticsearch

[TpoBepka mpoBOAUTCS B KOMaH/IHOM CTPOKe Ha XOCTax ¢ posibio log

docker exec -t fluentd-server curl -s "localhost:9200/ cluster/health"

| jgq '.status'

OTBer green OyJieT Npr3HAKOM KOppeKTHOro ¢pyHKIIMoHUpoBaHus Elasticsearch.
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3.8.4 Meroauxa koHTpossa napamerpoB Kibana

[TpoBepka MpoBOAUTCS B KOMaH/IHOM CTPOKe Ha XOCTax ¢ posibio log

curl -v -s --user "$KIBANA_USERNAME :$KIBANA_PASSWORD"
"http://$PRIVATE_IPV4:$KIBANA PORT/app/kibana/" | grep '< HTTP'

3nauenve napamerpoB KIBANA USERNAME, KIBANA PASSWORD npuBenens! B
[Ipunoxenun 1 PykoBojicTBa 1o ycTaHOBKe.

3unauenne mnepemeHHoW SKIBANA PORT cootBerctByer 8000 misi standalone
vHCTanamui u 80 — 1S KITaCTepHBIX WHCTAJISIAN.

Oteer HTTP 200 OK 6ynieT npu3HakoM KoppekTHOro ¢yHKIMoHHpoBaHus Kibana.
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4 XPAHWIMIIIE PGS

4.1 OnucaHue CepBHCOB JIJIS1 0TKA30yCTOHYNBOH YCTAaHOBKH

[TocMoTpeThb Bce cepBUCHL U UX CTaTyC MOXHO KOMaHJIOM:

docker service ls --format 'table {{.Name}}\t{{.Replicas }}'

ITo YMOJ9YaHHUIO TIOAJEpPXKWUBAETCA HWHCTAUIAINUA C KOJIWMYeCTBOM  pelliuK = 1,

COOTBETCTBEHHO BBLIBO/I JOJIKEeH OBITH CJIeYIOIIM:

NAME REPLICAS
pgs-arangodb_arangodb 1/1
pgs-elasticsearch_elasticsearch 1/1
pgs-etcd _etcd 1/1
pgs-keycloak _keycloak 1/1
pgs-keycloak postgres 1/1
pgs-rabbitmqg_rabbitmq 1/1
pgs-redis_redis 1/1
pgs_aristoteles 1/1
pgs_euclid 1/1
pgs_polemon 1/1
pgs_sisyphussearch 1/1
pgs_sisyphusworker 1/1
4.2 Iloncucrema fAnpo API

Tabmuna 11 - [Tapamerpsl nogcucremst Anpo API

KonTponupyemsiii napamerp KoppexTHoe 3Ha4yeHue Kpurnunocrs
Aristoteles true Critical
Euclid true Critical
Heraclitus Running Minor
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4.2.1 Mertoguka KoHTpoJIA Aristoteles

[IpoBepka craryca paboTsl Aristoteles Service cepBuca B KOMaHIHOM CTPOKe:

curl -k -XPOST https://$PGS_URL/pgsapi/\?cmd\=api_version | jq

.response.success

IIpumep oTBera:
"true"

4.2.2 Mertoguka koHTpoJia Euclid

[IpoBepka craryca paboTs! Aristoteles Service cepBuca B KOMaHIHOM CTPOKe:

curl -k -XPOST https://$PGS_URL/adminapi/\?cmd\=api_version | jq

.response.success

[Ipumep oTBera:
"true"

4.2.3 Mertomguka kontposa Heraclitus

[TpoBepka craryca pabotsl Redis Service cepBuca B KOMaHJJHOH CTpOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}"'

pgs_heraclitus

IIpumep oTBera:

NAME DESIRED STATE

pgs_heraclitus.1 Running
4.3 Ilopcucrema odOMeHa JaHHBIMH

Tabmuma 12 - [lapametpsl mogcucTeMbl 0OMeHa JaHHBIMHA

KoHTposmpyeMmslii mapamerp KoppekTHoe 3HaYeHHe Kpurnunocrs
Redis PONG Critical
RabbitMQ Running Critical
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4.3.1 Mertoguka koHTposa Redis

[TpoBepka craryca paboTtsl cepuca Redis B koMmaH/IHO¥ CTpOKe:

docker exec -it $(docker ps -gqf name=redis redis-master) redis-cli --

pass RjirbyfKfgf ping

IIpumep oTBera:
PONG

4.3.2 Mertoguka koHTpoJia RabbitMQ

[IpoBepka craryca paboTsl ceprca RabbitM(Q B koMaH/IHOM CTpOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
rabbitmg_rabbitmq

IIpumep oTBera:

NAME DESIRED STATE
pgs-rabbitmq_rabbitmq.1 Running

4.4 Ilogcucrema ynpaBjieHUS JOCTYIIOM

Tabmura 13 - [TapameTpbl mOICUCTEMBI YITPaBIIEHUS

KonTponupyemsliii mapamerp KoppekTHoe 3HaueHne Kpurnunocrs

Keycloak Running Critical

4.4.1 Meropukxa xoHTposs Keycloak Service

[IpoBepka craryca pabotsl Keycloak Service ceprica B kKOMaHAHOU CTpOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
keycloak keycloak

[Tpumep oTBera:

NAME DESIRED STATE
pgs-keycloak keycloak.1 Running
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4.5 TIloncucremMa moucka

Tabmurna 14 - [TapameTpsl MOACKCTEMBI TTIOMCKA

KonTponupyemsliii mapamerp KoppekTHoe 3HaueHne Kpurnunocrs
Elasticsearch green Critical
RabbitMQ Running Critical
SisyphusSearch Running Critical
SisyphusWorker Running Major

4.5.1 Mertoguka xkontpossa Elasticsearch Service

[IpoBepka craryca paboTts! Elasticsearch Service cepBrica B KOMaH/IHOM CTPOKe:

docker exec -it $(docker ps -gf name=elasticsearch_elasticsearch) curl

localhost:9200/ cat/health | awk '{ print $4 }'

[Ipumep oTBera:
green

4.5.2 Mertoauka kourposs RabbitMQ Service

[IpoBepka craryca pabotsl RabbitM(Q Service cepBuca B KOMaHJHOU CTPOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
rabbitmg_rabbitmq

IIpumep oTBera:

NAME DESIRED STATE
pgs-rabbitmq_rabbitmq.1 Running

4.5.3 Mertomguka koHTposa SisyphusSearch Service

ITpoBepka craryca pabots! SisyphusSearch Service cepBrca B KOMaH/IHOHN CTpPOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}"’

pgs_sisyphussearch
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[Ipumep oTBera:

NAME DESIRED STATE

pgs_sisyphussearch.l Running

4.5.4 Mertonguka koHTposa SisyphusWorker Service

[IpoBepka craryca pabots! SisyphusWorker Service ceppuca B KOMaHIHOM CTPOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}"'

pgs_sisyphusworker

[Ipumep oTBera:

NAME DESIRED STATE

pgs_sisyphusworker.1 Running

4.6 Iloncucrema xpaHeHUs IOJIb30BaTeJIe, MeTaJaHHBIX (aiijioB U IpaB
JAocTyna

Tabnumna 15 - [lapameTpsl mofcrcTeMbl XpaHeHUs! MeTaJJaHHbIX (aljIoB U MIPaB AOCTyINa

KonTponupyemsliii mapamerp KoppekTHoe 3HaueHne Kpurnunocrs
ArangoDB Running Critical
PostgreSQL accepting connections Critical

4.6.1 Mertoauxa kouTpossi ArangoDB Service

[IpoBepka craryca pabotsl ArangoDB Service cepBuca B KOMaHIHOM CTPOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-

arangodb_arangodb

[Ipyumep oTBera:

NAME DESIRED STATE

pgs-arangodb_arangodb.1 Running

4.6.2 Mertoguka koHTposa Postgres Service

[IpoBepka craryca pabotsl Postgres Service cepBuca B kOMaHJJHOM CTPOKe:

docker exec -it $(docker ps -gf name=postgres) pg_isready
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[Ipumep oTBera:

/var/run/postgresql:5432 - accepting connections

4.7 Ilogcucrema aAMHMHHCTPUPOBAHUS

Tabmuma 16 - [TapameTpsl 1ojicCTEMBI aAMUHU CTPUPOBAHMS

KonTponupyemsliii mapamerp KoppekTHoe 3HaueHune Kpurnunocrs
Euclid Running Critical
Polemon Running Major

4.7.1 Metomuka xkoutposa Euclid Service

[TpoBepka cratyca pabots! Euclid Service cepBrca B KOMaH/IHOM CTpOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}"'
pgs_euclid

[Ipumep oTBera:

NAME DESIRED STATE

pgs_euclid.1 Running

4.7.2 Metonuxa xoHTpoJssi Polemon Service

[TpoBepka craryca pabots! Polemon Service cepBuca B KOMaHIHOM CTpOKe:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}"'

pgs_polemon

[Ipyumep oTBera:

NAME DESIRED STATE

pgs_polemon.1 Running
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4.8 Iloncucrema KOHPUTYpHPOBaHHUA

Tabmuma 17 - [TapameTpsl nojicicTeMbl KOHGUTYPUPOBAHUS

KonTponupyemsliii mapamerp

KoppekTHoe 3HaueHne

Kpurnunocrs

etcd

cluster is healthy

Critical

4.8.1 Mertomguxa xonTpossi ETCD Service

[IpoBepka craryca pabotel ETCD Service cepBuca B kOMaHIHOM CTPOKe:

docker exec -it $(docker ps -qf name=pgs-etcd etcd) etcdctl cluster-

health

[Tpumep oTBera:

member ade526d28b1f92f7 is healthy: got healthy result from

http://etcdl1:2379

member bd388e7810915853 is healthy: got healthy result from

http://etcd3:2379

member d282ac2ce600clce is healthy: got healthy result from

http://etcd2:2379

cluster is healthy

4.9 Iloncucrema xpanenus ¢gaiijioB

Tabmuma 18 - [TapameTpsl nojicicTeMbl XpaHeHUs1 daiiiia

KonTposupyemsiii napamerp KoppekTHoe 3HauyeHue Kpurnunocrs
MinlO Running Critical
GlusterFS Active (running) Critical
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4.9.1 Meroauka koHTposst MinlO

J1y1s1 KOHTpOJISl HeOOXOAUMEI ITapaMeTphl, 3afiaHHble ITpy ycraHoBke X paHuuia (PGS):

e ENV — okpyxeHue yCTaHOBKH (TIpU HATUYHH ),
e DEFAULT DOMAIN — 1oMeH yCTaHOBKH;
e S3.secret key;

e S3.access_key.

JlaHHBIe TIepeMeHHBble ONHcaHbl B pasfene 4.3.2 «KoHpurypupoBaHue WHBEHTAPHOTO

¢darina: nepemenHble» TokyMeHTa « Mot Oduc Xpanunuie (PGS). PykoBonicTBO 110 yCTaHOBKeY.

4.9.2 MeToauka KOHTPOJISA CTapTa cepBUCca

[IpoBepka crapTa cepBHMCa B KOMaHAHOMW CTpoke (rae $i — HOMep WHCTaHCa, HallpuMep:
1,2,3...):

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
minio minio$i
[Tpumep oTBera:

NAME DESIRED STATE

pgs-minio_minio2.1 Running

4.9.3 MeToguka KOHTPOJISA padoTHI CepBHCa

J171s1 IpoBepKH cTaTyca cepBuca HeoOXxoauMo 3apaHee yctaHOBUTH Minio Client Ha
KJIMEHTCKYIO0 MallMHY, OTKyJla OyJleT TPOM3BOAUTHCS IIPOBEPKa.

B CJly4dde HaJIn49us CeTrU HHTepHET CKa4dThb U 3allyCTUTDb 3TOT KJIIMEHT MOXHO KOMaH]IOH:

docker run -it --entrypoint=/bin/sh minio/mc

Taxoxe H€O6XO)II/IMO CO3aTh a/IMaC ITOAKJIFOYEeHH 5.

mc alias set minio http://pgs-{{ ENV }}.{{ DEFAULT_DOMAIN}}:9000
{{ S3.access key }} {{ S3.secret key }}

Korpga anuac 6y21€T CO3[1aH, MO’KHO ITPOU3BeCTH IPOBEPKY CTATYyCd CepBUCa KOMaH/IOM

mc admin info minio
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[Ipumep oTBera:

miniol:9000

Uptime: 2 days

Version: 2021-02-01T22:56:52Z7
Network: 3/3 OK

Drives: 2/2 OK

minio3:9000

Uptime: 2 days

Version: 2021-02-01T22:56:52Z7
Network: 3/3 OK

Drives: 2/2 OK

minio2:9000

Uptime: 2 days

Version: 2021-02-01T22:56:52Z7
Network: 3/3 OK

Drives: 2/2 OK

4.9.4 Mertomuka koHTposisa GlusterFS

4.9.4.1 Meronuka KOHTPOJI paboThI cepBHCa

[TpoBepka craTyca paboThl CepBHCa B KOMaHJHOW CTPOKe:
Systemctl status glusterd
[TpuMep KOppPeKTHOTO OTBeTa:

glusterd.service -GlusterFS, a clustered file-system server
Loaded: loaded (/usr/lib/systemd/system/glusterd.service; enabled;
vendor preset: disabled)

Active: active (running) since Tue 2021-01-26 22:33:19 MSK; 4
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weeks © days ago
Docs: man:glusterd(8)
Main PID: 23706 (glusterd)
Tasks: 55
Memory: 2.5G

CGroup: /system.slice/glusterd.service
4.9.4.2 Metonuka xoHTposa paborsl Gluster Volume

[TpoBepka craTyca B KOMaHTHOU CTPOKe:
gluster volume status pgs-files-volume
[Tpumep oTBera:

Status of volume: pgs-files-volume

Gluster process TCP Port RDMA Port

Online

Brick 10.160.100.170:/data/glusterfs/ pgs-fil

t 49152 0
10072

Brick 10.160.100.171:/data/glusterfs/ pgs-fil

t 49152 (%]
23820

Self-heal Daemon on localhost N/A N/A
23853

Self-heal Daemon on ldap.domain.ru N/A N/A
10093

Task Status of Volume pgs-files-volume

Kosnonka Online Bo Bcex cTpokax Ho/bkHa uMeTh 3HadeHue Y. KommuectBo Brick(s)

IpuBeJeHo IJId IIpuMepa U MOXKET OTJINYdaTbCA (SBBI/ICI/IT OT IIapaMeTpoOB y'CTaHOBKI/I).
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