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[Tepeuens cokpallleHHi, TEPMHUHOB U OIpeiesieHUi

[Tepeuenb TepMUHOB U OIpeJie/leHUit TTpuBeieH B Tabmnuie 1.

Tabnuua 1 — IlepeueHs cokpauieHuii, mepmMuHoB u onpedeneHuti

CoxpaieHnue, TepMUH

AD

API

Auth SSO

CA

CDN

CO

CU

DCS

DNS
DU

EFK

ESIA

ETCD

FCM

FS

FQDN

GCM

HMS

Inventory file

IPVS

Pacum¢poBka u onpenenenue
Active Directory, AKTUBHBIN KaTajor

Application Programming Interface, uaTepdeiic mporpaMMupoBaHus IPUIIOXKe-
J3050%1

Single Sign-On, nopcucrema eiiHOTO Bxojia (ayTeHTUDUKAIIMK ¥ aBTOPU3AIIH)

Certificate Authority, y0CTOBepSIFOIINI TIEHTP JUIst TOATBEPKIEHHSI TTOJJTMHHO-
CTH KJTIOUel mudppoBaHuUs

Content Delivery Network, ceTb mocTaBky COfIep>KUMOTO (B JaHHOM CJTy4ae OfiHa
u3 posierr Auth SSO cepsepa)

CloudOffice, O6maunsiii Odwuc, obiee HazBaHHUe MTPOJIYKTa, HEHUTPAIBHOE C
TOYKM 3peHus: OpeH/ia

Converter Unit, cepBrC KOHBEPTHPOBAHHUS Pa3HbIX GOpMaToB (HaiiyioB

Document Collaboration Service, cepBuC peflakTHpPOBaHHs U KoJlilaboparuu
JIOKyMeHTOB Ha 6a3e koma Core

Domain Name System, cucremMa JOMEHHbIX UMEH
Document Unit, curorum DCS

Crex I1O mis nieHTpasii30BaHHOTO cOOpa 1 BU3yasnu3aruu jioros, ElasticSearch +
Fluentd + Kibana

ECHA, Enunas Cucrema Unentudukanuu u AyteHTrdUKaImm, WHGOPMaIUOH-
Hag cucrema B PO,

obecrnieuynBaroIiasi CAHKIIMOHUPOBAHHBIN JOCTYI YYaCTHUKOB HHGOPMAIIMOHHOTO
B3aUMOJIeUCTBUS

(rpaxkaH-3asiBUTENIEN U IOJDKHOCTHBIX JIMI] OPTaHOB UCIIOJIHUTENIbHOM BJIACTH) K
nHdOpMAaIny,

COfIepoKalleiics B TOCYJapCTBEHHBIX M MHBIX MHPOPMAITMOHHBIX CUCTEMAX

Pacrnipenieniennast cricrema XpaHeHus! KOHQUTYpaIuu

Firebase Cloud Messaging, cepBuc HOTU)HKAIHIT MOOMIIbHBIX TIPHUIIOXKEHHIA
Google, panee HazbBasics GCM

OO6111ee Ha3zBaHue J1st cepBUcOB FileStorage, Xpanunuia, a Takke MPOTOKOJIOB
nocryma k Hemy. Cmotpu takxke PGS

Fully Qualified Domain Name, ojHoCTbIO oIlpeie/IéHHOe UMsl IoMeHa

Google Cloud Messaging, cepBuc HOTUHKAIMH MOOMIBHBIX TPUIOKEHUN
Google, 3amenen ceprucom FCM

Huawei Mobile Services, cepBuc HOTHGMKAIIANA MOOUITEHBIX TPUTTIOKEHUHN
Huawei

HuBenTtapusii dpaiin Ansible ¢ mepeunciienviem posneit u ux IP anpecos

IP Virtual Server



Coxparnenne, TepMIH

JKS

JSON
JVM
Landing

LDAP

LO

NPS

PGS

PSN

Quick launch
SMTP

SSH

Ul

URL

UX

VIP

Baumt, bundle

Bopkep, worker

[Tnenbyk, playbook

PacummudpoBka u onpenesienue

Java Key Store, xpanwuiiie Kiiroueii U CepTUPHUKATOB, JOCTYITHBIX BUPTYaIbHOU
MailluHe Java

JavaScript Object Notation
Java Virtual Machine
CraproBas cTpaHuIla

Lightweight Directory Access Protocol, o6ier4éansiii mpoToKoJ AOCTyTa K KaTa-
jloram

LibreOffice, GuIbTpbI KOTOPOTO UCIIONIBL3YIOTCS JJIsi UMIIOPTHPOBAHUS YCTapEeB-
mx GUHAPHBIX GOPMATOB JOKYMEHTOB

Native Process Service, cepBuc yrpaBiieHHss HATUBHBIMU TTPOIIeCCaMu (Hapu-
Mep, KOHBepTaIueit)

Pythagoras, cepBuch daitioBoro XpaHWIHIIa, paboTarolye 1mo npoTokoiam FS
(Web API, App API, Card API)

Poseidon, npunoskeHue movThl, KajieHapst U KOHTAKTOB

MeHto GpICTpOrO 3arycka

Simple Mail Transfer Protocol, mpoTokoJ rmepejayu MoYTOBLIX COOBIIeHNIH
Secure Shell, «be3onacHas 000109Kka»

User Interface, monb3oBaTesibckuii nHTEphEC

Uniform Resource Locator, efivHbIN yKa3aTenb pecypca

User Experience, «OTIBIT TIOJTb30BaTeIIs»

Buptryansnsiii [P afgpec, 6anaHncrpoBka KoToporo ocyuiectsisieTcs: yepe3 [PVS
ITaket o6HOBIeHnit CDN

[Tpornecc-o6paboTymk

C6opnuk ckpurtoB (crienapueB) Ansible



1. O0uue cBeneHusa
1.1. Hazuauenue

1.2. TpeboBanusa k kBaau(PpUKAUU EePCOHAJIA
Anmunucrparop CrucreMbl TOJKeH COOTBETCTBOBATh CJIEAYIONIMM TpeboBaHUSIM:

* OCHOBBI CETEBOT'O a]IMUHUCTPUPOBAHUSI:

°© o cereBast Moziesib OSI u crek npotokosos TCP/IP;

o [P-agpecanust U MacKu MOJICETH;

© MapIIpyTHU3allys: CTaTUYecKas U IMHAMHYeCKas;

© MPOTOKOJ 0becredeHust 0Tka3oycrounBocTy 1nmo3a (VRRP);
° OIBIT PAOOTHI C TIOJICUCTEMOM BUPTYaTM3aI[Mi HAa YPOBHE JKCIIepTa:

o ycranoBka Docker;

© 3amycK / OCTaHOBKa / Ilepe3anyCcK KOHTeHHEepOB;

° pabora c peecTpoM KOHTEHHEpOB;

o pabora c VMWare vSphere ESXi 6.5 u Boittie;

° ToJy4eHre KOHQUTYPAIUU KOHTeHHEPOB;

o cetb B Docker, B3aumopelicTBre IpUIoKeHnH B KOHTeHepax;

© perieHue 1mpobyieM KOHTeMHepHOW BUPTYaJH3allny;
* OmBIT PaboThl ¢ KOMaHAHOM cTpokoi OC Linux:

° 3HaHuUs B o0beme kypcoB Red Hat RH124, RH134, RH254;

© 3HaHUS B 00beMe, JJOCTAaTOYHOM JIsl Cllauu cepTrudUKanroHHoro 3k3amera Red Hat EX300;
° ombIT paboThl co ciryx00i1 oMeHHbIX UMeH (DNS):

© 3HaHWe oCHOBHBIX TepMUHOB (DNS, IP-anpec u Tak nanee);

° MOHMMaHWe MPHUHIHUIOB paboThl DNS (kopHeBble cepBepbl, TLD-cepBepsl, cepBepbl UIMeH JIOMEHOB, pa3pe-
IIAIOIINE CepBep UMeH U TaK Jiajee);

© 3HAHHWe TUIIOB 3aMKCH U 3arpocoB DNS;

° 3HaHMe BU/IOB apXUTEKTYphl, a TaK)Xe OCHOBHBIX KOMIIOHEHTOB MHQPacCTPyKTypbl OTKpHIThIX kitodeil (PKI), k
KOTOPBIM OTHOCSITCS:

© 3aKpBITBIM U OTKPBITBIA KJIFOYH;
© cepTUdUKAT OTKPBITOTO KITIOYA;
© peructpanuoHHbii 1eHTp (RA);
o ceprudukanuoHHb 1eHTp (CA);
o xpanunuiie ceptudukatos (CR);
° TpaKTHYeCKUM OIBIT afIMUHHACTPHUPOBAHUS HAa YPOBHE JKCIIepTa:
o Redis;
o ETCD;
o RabbitMQ.

o Elasticsearch.



° OmBIT paboTHI C CUCTEMOU aBTOMATH3aIlMK Pa3BEPThIBaHuUs Ansible;

1.3. CucremHusblie TpedoBaHUA

Ba3oBbIii IPOAYKT / MUCTPUOYTHB Annaparssie TpeooBanusi IIporpaMmHbIe TpeGoBaHHUS
MUHHUMAJbHBIE peKoMeH[TyeMble

Cucrema pefakTUpoBaHus U coBMecTHOU  J{uctpubyts CO OTnenbHBIN cepBep WM BUPTyalibHast
paboter (CO) MoiOdwuc, cepBepHas 9acTh MallHa:

* Intel Xeon E3 CPU wunu BhIlIe

(4 vCPU B cityyae BUPTYaIbHOM MallIMHBbI)
* CKOpOCTh CeTeBOM MOJICUCTEMBI —
1Gbit/s

*16Gb RAM

* 250Gb HDD

* Uucio sequential IOPS momkHo GbITE He
ke 50 (standalone), He Hike 100
(cluster). Copoc naHHBIX HA JUCK Yepe3
fsync nomxen yknaasiBatbes B 10ms. Jlis
HArpy>KeHHOTO KJlacTepa PeKOMEHYIOTCS
NVMe nuckw.

* 3amyck docker storage Ha darioBoit

cucreme XFS ¢ ¢pnarom ftype=1.

Jlist obecriedenust GyHKIIMOHATIBHOCTH KJIIMEHTCKOTO JOCTyma 3k3eMiuisip « CHcTeMa pellakTUpPOBAHUSI U COBMECTHOM
pabotsl (CO) MoitOducy» momkeH ObITh JOCTYIIeH C TPOIYCKHOW CIOCOOHOCTBIO He Hike 1 MbB/c o cnemyromnum
TCP nopram: 143, 993, 80, 443, 25, 587

1.4. Orpanuyenus

1.4.1. OrpannyeHus Npu BHIIIOJTHEHUH YCTAaHOBKH Ha 000pyA0BaHUM 0e3 MoIiepKKH
O0TKa30yCTOM4YHBOCTH

Pexxum 1 nociesiyronast HaCTpoXkKa apamMeTpoB Ha 060py/ioBaHUU 6Oe3 MOAIep>KKK 0TKa30yCTOM-
A YMBOCTH MPEIOCTaBIISIeTCs B IeJIIX AeMOHCTpalyy GyHKIIMOHAIBHOCTH «{comm_component}.
JIaHHBII pe:KUM He MOAJeP:KUBAeTCsl, He PeKOMEH/IyeTCs ero HCI0Ib30BaTh.

B mannom pexriMe BCe POJI yCTAHABJIMBAIOTCA HAa OJJUH CI)I/IBI/I‘JQCKI/II;I nin BHpTyaJ'[beIfI cepBep.

1.4.2. Orpann4yeHue Npu BBINOJHEHUH KJIACTePHOH YCTAaHOBKH

He >xenatenbHO (HOMYCTUMO B IeJISIX SKOHOMHHM PECypCOB, HO 3a CYeT YXY/IIeHHs OTKa30yCTOMYMBOCTH) COBMEIIATh
cepBepHble poiu Mexay cobou. Kakmerii ¢uznueckuii Wiv BUPTYaJIbHBIM CEepBEpP JIOJDKEH COMepKaTh TOJIbKO OIHY
CepBEepHYIO POJlb.

1.4.3. Orpannuenue o padore ¢ MoACUCTeMOH yIIpaBJieHUs KOHQUTypanusIMu

B nmoncucreme ynparienvs: KOHQUTYypaIUsIMU He JOJDKHO OBITh KOHPUIYPAIIMOHHLIX (aMIoB caMoi MoicucTeMbl. B
TOM 4YHCJIe KOHQUIypalMOHHOTO ¢aiiyia, KOTOPLIM IO YMONYAHUIO YCTAHABIMBAETCS C TIaKeToM (Hampumep,
/etc/ansible/ansible.cfg). Takoii datin Tpebyercs ymanutbh nubo mepe3anucarb obpasioMm u3 rnocrasisiemoro [10.

[Tompo6Hree cmoTpu B https://docs.ansible.com/ansible/latest/reference_appendices/config.html#theconfiguration-file
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1.4.4. Orpannyenue o padoTe ¢ CHCTeMaMH BHPTYyaJIH3alluH

Crenyronyie cCTeMbI BUPTYalIH3alvy IOIeP>KUBAIOTCS JIsl 0beciiedeHrs paboTel «{comm_component}»:

* HyperV.
* VMWare.
* KVM.

1.5. PexoMenmarinu

1.5.1. PexomMeHnanum 1o Mcno/ib30BaHUI0 (aijioBbIX CHCTEM
B cooTBeTcTBUM C peKOMEHIAIMSIME [IPOU3BOJIUTEIIeH OIIePAIMOHHBIX CHCTEM PEKOMEH/TyeTCs:
* nisg CentOS u RedHat — vicriosnb3osarh daiiosyto cucremy xfs ¢ ¢marom ftype=1.

* s AltLinux u Astralinux — ucnosnb3oBaTh GpaiioByr0 CUCTEMY ext4.

1.5.2. Pexomenpgamuu no Bepcu siapa Linux

* Tpebyercs sapo mainline (06HOBIsIeTCs 0 yMoyanuio, ecim He nepenad ¢pimar UPGRADE KERNEL=false) C
6omee crapbivu Bepcusimu sijiep (1ts) paborocrnocobHOCTE He TapaHTHpPyeTcs u3-3a ocobenHocTeit Docker (Tpeby-
eTcs II0JIHAs TIofiepKKa cgroupZ B sifipe).

1.5.3. PexoMeHmanuu mno pa3ouBKe JHCKOB

Pa3z6uBKy IMCKOB pEKOMEHTyeTCs BBITOMHSITD CIeAYIOIM 06pa3oM:

* U1 CepBepoB Bcex ponei, kpome L0g — He menee 20 I'6 myia mrrarnoi padorst OC;

* s cepsepa poiu L0g — He Menee 100 I'6 jyis mrratHO# pa6otel OC ¥ XpaHeHHUs BCeX JIOTOB;

1.5.4. Pexomennyemas Bepcus python

3.6+

1.5.5. Pexomenpayembie 3aBucumocTtH python
3aBUCMMOCTH TNIPUCYTCTBYIOT B (aiiiie requirements.txt lng ycraHoBku JaHHBIX 3aBUCHMOCTed w3 daiina

Heo 6XO)II/IMO BBIIIOJIHUTH KOMAHAY:

pip3 install -r ~/install co/requirements.txt

11



2. Onucanme apxureKkTypbl Cucrema
peraKTHpPOBaHMs U coBMecTHOH pabdoTsl (CO)
MoiiOduc

2.1. Obmas apxuTeKTypHasi cxeMa

OObmast apxuTekTypHasi cxema «CucreMa peflakTHpOBaHHsl U coBMecTHOM pabotbl (CO) MouOduc» npuBeneHa Ha
Pucynxe 1.

MonOdmuc YactHoe obnako

Meccenmxep XpaHunuie
(Logos) (FS)

oo & N\

(co) ; (PSN)

Pucynok 1 — O6mas apxuTekTypHas cxeMa «Cucrema pejlakTUpoBaHUs U coBMecTHOM paboTs (CO) MoitOduc»

2.2. lerasibHas apXUTEeKTypHas cxema «{comm_component}»

JIanHas cxema «{comm_component}» nmpuBeneHa Ha Pucynke 2.
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CLIENTS

AUTH-SSO

core-dem

.-

[ dom watchdog

)

[ nm watchdog

]

(

cvm watchdog

]

[ fm watchdog ]

[ DCS pool

o)

(

CU pool

)

om )

-

(Cregenvaciion )

(

jod watchdog

]

proxy

fontconv ]

[ LO pool ]

|

([ tontcony watchdog ]

(

config

)

Comn )

(

proxy

)

config

)

L

fluentd

—-—
==

[RabbitMQ)

Legend:

Data and persistence
Back-end

Services.

Front-end

Clients

Pucynok 2 — JletanbpHasi apXuTeKTypHasi cxeMa «{comm_component }»

kibana

NE—
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3. TunoBbIe cxembl yCTaHOBKH «CHcreMa
pelaKTHPOBaHHS M COBMecTHOI pabdortsl (CO)

Mo O ¢puc»

3.1. Kougurypamus 6e3 0TKa30yCTOHIHUBOCTH

B nmanHOU KOHOUTypalMy BCe POIM YCTAaHABIMBAIOTCS HA OIMH BHUPTYaJbHBIA CEpBep, Ha HECKOJbKO BUPTYaJIbHBIX
CepBepoB B PaMKax OTHOTO (pU3NIECKOTO CepBepa, WM Ha HeCKOJIBKO BUPTYAJIbHBIX CEPBEpPOB IIPH KOJIMYeCTBe XOCTOB
B KaXkJIOW POy, He mipeBbImatomuM 1 (kpome poiu log). Takast koHUTrypalys MOXKeT UCIIOIb30BaThCsl B IIEJISIX pas-
pabOTKY WK JIEMOHCTPAITMU BO3MOXHOCTeH rpofykra (virtual appliance).

3.2. KiacrepHas oTka30ycToMunBasi KOHQUrypamusi

B nanHoit KoHGUryparmu Bce poiu (IPU KOJMYecTBe X0CToB 6osee 1 B Kaxmou posu, kpome L0OQ), yCTaHABIMBAIOTCS
Ha pasHble BUpPTyajlbHble CepBepa, a Takxe, II0 BO3MOXHOCTH, Pa3HOCSATCSI Ha pa3Hble (U3NMUECKUe CepBepa WU
TUIIepBU30PLL

3.3. TunoBas cxeMa MacIITaOUPOBaHUS

Il omHOCepBepHO# (He KJIacTepHOM) KOHGUIYPaIiiy BO3MOXHO TOJIBKO BepTHKaIbHOe MacITabrposanue. [Ipu atom
clleflyeT yYUThIBaTh orpaHudenust Docker u apyrux cucrteMHbIX cepBHUCOB. [lepexos oT Takoil KoHUryparuu K Kia-
CTEpHOHM BO3MOXXEH TOJIBKO ITyTeM IIOJHOW IepeycTaHOBKH «CHcTeMa peflakTUpOBaHUS U COBMeCTHOH paboTsl (CO)
MoitOducy.

[TonHOIIEHHOE MaCIITaOUPOBaHKE BO3MOXKHO TOJIBKO JIJIsl KITACTEPHOM OTKA30yCTOMYMBOM KOHGUTyparuu. Macuirabu-
POBAHUIO B IIEPBYIO OYepelb CJIe[lyeT MOoABeprarb yajibl Kaactepa ¢ poismu dCM (BaMser Ha KOJIUYeCTBO ONHOBpE-
MEeHHO OTKPBITBIX JOKYMEHTOB), CVM 1 Pregen (BiuseT Ha KOJIMYeCTBO KOHBEpTAIUii, CKOPOCTH 3arpy3KH, CKa4MBa-
HUS, TIedaTl IoKyMeHTOoB). [locre mobasienus HeOOXOAMMBIX peCypCoB CJIeyerT:

* I[TogroroBuTh cepBep(a) B COOTBETCTBHUH C pasfiesioM 5.2.

* 3aIyCTUTD JIeTJION B COOTBETCTBUU C pazfenom 9.2.2

* IIpousBecTH IIPOBEPKY UHCTAJUISIIUN B COOTBETCTBUM C paszesiom 9.2.3
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4. IlepBryHag yCTaHOBKA

4.1. CocraB aucTpuOyTHBa

B cocraB nmucTpubyTriBa BXOOWT TpOorpaMMHOe obecriedeHre «{comm_component}y. JIUcTpuOyTHB IpeICTBIsSET
cobo¥ tgz apxuB, COJEPIKaIIIHii:

* Ansible meiibyxu as1st pa3BEpPTHIBAHUS POJIEH.

* ApxuB obpaza docker registry.

° ApXI/IBbI docker O6p830B JUIA KayKA0T0 U3 CepBUCOB, BXOAAIINX B COCTAB IIPOAYKTA.

* PykoBojicTBO 10 ycTaHOBKe «{comm_component }».

5. IloaroroBka K ycrTaHOBKe

5.1. Onmcanue poJteit

Tabnuuya 2 — OnucaHue poneli ansible, 6xodsuux 6 cocmaB nakema ycmaHo6ku.

HanmMenoBanme
poiau

auth

boostrap

bundles-upload

chatbot

common

config

core-cvim

core-dcm
core-fm
core-jod
core-nm
docker

etcd

PacumdpoBka u onpenenenue

PazséproiBanue cepruca SSO U BHellTHel 6aTaHCUPOBKH
(openresty-1b-core-auth) B Docker.

[ToproroBka xocra. YcTaHOBKA HEOOXOJUMBIX CHCTEMHBIX
IaKeToB.

VcraHoBKa 1 HacTporika sipa Linux.

O61mast yacTb GYHKIMOHAJIA OYUCTKH CUCTEMBI (TIpU - €

CLEANUP=true).

3arpy3ska naketoB obHoBienust CDN (6aHzioB).

PasséprriBanue cepsuca Chatbot (nHTerparuu c Meccenxe-
pamm).

Cosznannie HeOOXOIMMBIX JTUPEKTOPU, TeHepaliusi cepTrudrKa-
TOB.

3arnoHeHue obiux HacTpoek B Etcd, pa3BéprhiBaHue cepBuca
confd.

PazséprriBanue cepsucoB CVM/JOD/NPS B Docker. 3amyck
myna CU.

PazséprriBanue cepsrca DCM B Docker. 3anyck myna DU.
PazeéprroiBanue cepuca FM B Docker.

PazséproiBanue cepsuca JOD B Docker. 3anyck mysna LO.
PazeéprriBanue cepsuca NM B Docker.

VYcranoska cepsuca Docker.

PazeéprroiBanue cepsuca etcd B Docker.

IIpumeuanmue

O6rmas poib.

BrimonHseTcs ToIbKo BO
BpeMs Ielios.

Ob6mast porb.

Ob6miast posb.

Ob6mast posb.

OO6111as1 posib.
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HaunmenoBanmne PacmmndpoBka u onpeneseHue IIpumeuanue
posn

fluentd-agent PazséproiBanue ceppuca Fluentd B Docker. OO611as1 posb.
haproxy PasBéprriBanue cepBrca BHyTpeHHel OanancupoBky (haproxy) O6iast posb.
B Docker.
imc PazBéprriBanue y3na wiu kinactepa Redis B Docker.
imc-sen PaszséprriBanue y3ma win kiacrepa Redis Sentinel B Docker.
log PasséproiBanme creka EFK (ElasticSearch, Fluentd, Kibana).  Onmmwmonansao. Bo3amoxkHno

JIOTUPOBAHUE C UCIIOJIb30Ba-
HueM journald v JIOKaTbHBIX

Jior alioB.
Isyncd VYcranoBka cepBuca cuuxponuszaiuu CDN mexay y3mamu kiia- O61ast poib.
crepa (Isyncd).
mq PazBéproiBanue y3na wim kiacrepa RabbitMQ B Docker.
nginx-gost PazpéprriBanue cepBrca pokcupoBaHus u mpuéma TLS OnmuonanbHO. CoBMelaeTcst
coenunennyi ¢ nopgepxxkor 'OCT mmdpoBanusi. cposio Lb core auth.
pregen PazBéprriBanue cepuca pregen B Docker.
registry PazséproiBanue cepsuca docker registry B Docker v ummopt  BrinosnHsieTcst Tobko Ha
obpa3zoB docker u3 apxuBa. MecTe oreparopa.
service PazeéproiBanue etcd-browser B Docker.
5.2. IlonroroBKa HHPPACTPYKTYPHI YCTAHOBKH
Bo uzbexanue mpobieM He peKOMeHAYeTCsl WCIIOIb30BaTh CUCTEMBI, HA KOTOPBIX paHee ObUIH
A IIPOBeJIeHbl WHCTAJUIIIMK MPOTPaMMHOIO obecrieueHus, He OTHOCSIIerocsi K AUCTPUOYTHBY

«{comm_component}».

B cny4yae Bo3nmkHOBeHHs mpobieM BO BpeMsl JIETUIOSi peKOMEHJTyeTCsl yCTaHOBKAa Ha "dHCTYI0"
o CHCTeMy WM  HUCIONb30BaHWe  [apamMerpa  Jlemios  -€ CLEANUP=true (-e
CLEANUP ES=true B cinyuae npobiem c Elastic Search).

Hcnonesyemas ¢aitiosast cucrema mnop docker xoHTeMHepbl, NOMDKHA OPUIIMAIBHO MOIEepKu-
o Barbcs Tekymied Bepcueit docker. Ecmu ucnonbdyercst XFS, To datioBas cuctema JoimkHa OBITH
cosmana c onmueit -n ftype=1 (BapuanT 1o ymonyanuio B pekomMeHoBaHbix OC).

Ha Bce xocTbl, BbiziesieHHbIe 1101 MHCTAIUISINI0 «CrcTemMa peflakThpoBanus v coBMecTHOUM pabotsl (CO) MoitOducy,
BKJTFOUAsi MEeCTO OIlepatopa, HeoOXOAMMO WHCTAJUIMPOBAaTh MHUHUMAJILHBIA CEPBEPHBIM BapHAHT OIepaIriuOHHON
CUCTEeMBI OTHOU U3 PeKOMeH/J0OBaHHbIX BepPCUM:

* CentOS

© Ckavath 00pa3 JUCTpPUOYyTHBAa PEKOMEHJIOBAHHOW BEPCHM C OMHOIO W3 OQUIMAILHBIX 3epKajl, Hallpumep,
https://mirror.yandex.ru/centos/7.9.2009/isos/x86 64/CentOS-7-x86 64-Minimal-2009.iso

o IIpousBecTy yCTaHOBKY B MUHUMAJILHOM BapHaHTe.

* Astra Linux
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https://mirror.yandex.ru/centos/7.9.2009/isos/x86_64/CentOS-7-x86_64-Minimal-2009.iso
https://mirror.yandex.ru/centos/7.9.2009/isos/x86_64/CentOS-7-x86_64-Minimal-2009.iso

© Ckavartb 06pa3 OUCTPHUOyTHBA PEeKOMEH/I0OBaHHOW BepCHH C OfIHOTO M3 OQHIMAIBHBIX 3epKai, HalpHMep,
https://mirror.yandex.ru/astra/current/orel/iso/orel-2.12.40-25.12.2020 14.45.iso

o IIpousBecTy yCTaHOBKY B MUHUMAJIbHOM BapHaHTe.
e Alt Linux

© Ckauatb 00pa3 AMCTPUOYTHBA pPEKOMEHIIOBAaHHOM BEepCHU C OMHOTO M3 OGHIIMAIBLHBIX 3epKall, HalupuMep,
https://mirror.yandex.ru/altlinux/p9/images/server/x86 _64/alt-server-9.1-x86 _64.iso

© HpOI/ISBeCTI/I YCTaHOBKY B MUHHUMAJIbHOM BapUaHTe.

C Mecra ornepaTopa yCTaHOBKH JIOJDKeH ObITh BO3MOXKeH IOCTYII Ha BCe XOCTHI KJlacTepa IO IOJIb30BaTelleM root hiu
npyrum nonb3osaresieM ¢ sudo npusminernsamu (ALL=(ALL) NOPASSWD: ALL).

Ha mecTe omnepaTopa yCTaHOBKHU JIOJDKEH OBITh TAK)Ke MHCTAJUIMPOBAHBL
* Ilaket Ansible Bepcun He Hike 4.3.0. (o uHCTpykuMu hitps://docs.ansible.com/ansible/latest/installation guide/
intro_installation.html). Pabora c 6osee HoBeiMU Bepcusimu Ansible Bo3aMoykHa, HO He rapaHTHPOBAHA.
* ITaker Python 3.6 vy Beiie.

* IMaker jinja2 Bepcum 2.10+ mns coorBercTBytomed Bepcuu Python (mst CentOS maker python-jinjaZ moxxHO

obHOBUTHL C Jroboro pemosutopust OpenStack, Hampumep http://mirror.centos.org/centos/7/cloud/x86 64/
openstack-queens).

5.2.1. IIpoBepka u NOAroTOBKAa HHCTAJUIAIIMOHHBIX aPXUBOB

HpI/I BBIIIOJIHEHUUW TTPOBEPKU U IOATOTOBKH WMHCTAJUIAIWUOHHBIX dPXHWBOB H(-_“O6XO,I[I/IMO BBIIIOJIHUTE ClleJyroiiye neu-
CTBUSA:

A B nmenu apxuBa 1iudpbl BepCUM KOMMEpPYeCcKoro pesiv3a MpejicTaBjIeHbl 3HakaMH X.

1. Toce KONMMPOBaHKS WHCTAJUIAIIMOHHOIO apXyBa HeOOXOAUMO IIPOBEPUTh ero KOHTPOJbHYI0 cymmy Sha256. [
3TOr0 HeoGXOIMUMO CKoMpoBath B daiin (Hampumep, checksum. sha256) koHTposbHy0 CymMMy, MIepeIaHHYo
BMecCTe C IUCTPUOYTHUBOM, U 3aITyCTUTD CJIEAYIONTYI0 KOMaHy:

sha256sum -c <<< \
"$(cat checksum.sha256) MyOffice CO_ XXXX.XX.XX.tgz"

2. PacmakoBarh  COIEP)KMMOEe  WHCTA/UIAIIMOHHOIO apXWBa B  IMPOM3BOJIBHYIO  [MPEKTOPHIO,  HAlpUMep
~/install co/, v nepeiTu B 3Ty QUPEKTOPHIO:

mkdir -p ~/install co/
tar xzf "MyOffice CO XXXX.XX.XX.tgz" -C ~/install co/
cd ~/install co/

5.3. O01IIe HACTPOMKHU CUCTEeMBbI

1. HactpouTb uMs XOCTa, TapaMeTphl CETH.

2. HactpouTb uMst XOCTa, TTapaMeTphbl CeTH, BKITIOYAs CIeluaibHble TpeboBaHus st BxoaHoro IPVS GamaHcupos-
IMIYKa:

o Ha lo unrepoeiice Bcex cepBepoB (y3inoB kiacrepa) ¢ poibio [ Lb core auth] cosmares amesic ¢ ip =
REAL IP/32.B obmem ciyvae ato BHemuui [P-afpec Gamancuposinuka IPVS, v mepesi HHCTansIHenR ero
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CJIeflyeT YTOYHUTh y aAMUHUCTPATopoB PGS. DTOT MyHKT pasperiuT HOAaM MPUHUMATh ITaKeThbl, KOTOpbIe
npuxonsr ¢ dst.address = REAL IP.

o Ilpomecc pa3BepTbiBaHMS aBTOMATHYeCKU [OOABUT Ha OJTU JKe Yy3/bl Clleflylolllde IlapaMeTphl B

sysctl.conf u Bemonuur ux npumenenue yepes Sysctl -p, gyro sanperurt Homam orBedyarh Ha ARP
3aIMpocCkI MPo ajipeca, HacTpoeHHbIe s loopback untepderica:

net.ipv4.conf.all.arp ignore =1
net.ipv4.conf.all.arp announce = 2

2. Ha ysnax ¢ pombto [Lb core auth] ckoudwurypuposars Baemmnuin DNS. Y6enuTbcs, 4To pecosBATCS U
TOCTYIIHBL:

o SMTP cepsep (smtp[-<DOMAIN ENV>].<DOMAIN NAME> B PSN, wmu Apyroi, MCIOIb3yeMblid B
HacTpoiiKax GOpPMBI 06PATHOM CBA3M B CBOWCTBAX TeHAHTA).

o FS API (fsapi[-<DOMAIN ENV>].<DOMAIN NAME>, wmu gpyroii, ykasaHHbIi B [Hapamerpe
FS API URL).

o FS App API (appapi[-<DOMAIN ENV>].<DOMAIN NAME>, wiu jpyroii, ykasaHHbIi B Hapamerpe
FS_APP_URL).

o FS Card API (cardapi[-<DOMAIN ENV>].<DOMAIN NAME>, unu apyroii, yka3aHHbINA B apamerpe
FS CARD URL).

o PSN API (mail[-<DOMAIN ENV>].<DOMAIN NAME>, wmu jpyroi, ykasaHHbIii B MapaMerpe
MAIL BASE URL).

3. Coasparb 3amucy B DNS:

o auth[-<DOMAIN ENV>].<DOMAIN NAME>, tun A, comepsut Buemmuuii REAL IP agpec BxomHOrO
IPVS 6anancupoBImKa.

o cdn[-<DOMAIN ENV>].<DOMAIN NAME>, THI CNAME, 3HauYeHue auth| -
<DOMAIN ENV>].<DOMAIN NAME>

o coapi[-<DOMAIN ENV>].<DOMAIN NAME>, TUI CNAME, 3HaueHUe auth| -
<DOMAIN ENV>].<DOMAIN NAME>

o docs[-<DOMAIN ENV>].<DOMAIN NAME>, TUI CNAME, 3HaYeHUe auth[ -
<DOMAIN ENV>].<DOMAIN NAME>

o files[-<DOMAIN ENV>].<DOMAIN NAME>, THUII CNAME, 3HaYeHue authl-
<DOMAIN ENV>].<DOMAIN NAME>

o links[-<DOMAIN ENV>].<DOMAIN NAME>, THUII CNAME, 3HaYeHue authl-

<DOMAIN ENV>].<DOMAIN NAME>

o https. tcp[.<DOMAIN ENV>].<DOMAIN NAME>, THUII SRV, 3HaYeHUe authl-
<DOMAIN ENV>].<DOMAIN NAME> - oniuoHambHO, Iy MOGHIBHBIX KIMEHTOR

Hamenenue npedrkcos u mapamerpst nactamissiua DOMAIN ENV, DOMAIN NAME ommwmicansr masee.

5.4. HacTpoiiku cucremMsl B ''3aKpbITOM IlepuMeTpe’’
B cnygae ycranoBku «CucTteMa peflakTUpoBaHHsl U coBMecTHOU pabotsl (CO) MoiiOdwucy B "3akpbIToM nepumerpe”,
TO eCThb B JIOKAQJIbHOM CeTH, He UMeIOIel IPpsIMOTo BBIXoAa B MIHTepHeT, Ha BceX XOCTax, BKIJIIOYAs MECTO OIepaTopa,

HeoOX0MMO 06eCIedrThb JIOCTYITHOCTD 3epKajl CJIEYIOIUX YUMm Perlo3UTOPHER:

* http://mirror.centos.org/centos/7/0s/x86_64/

* http://mirror.centos.org/centos/7/extras/x86 64/
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* http://mirror.centos.org/centos/7/updates/x86 64/
* http://download.fedoraproject.org/pub/epel/7/x86 64/

* https://download.docker.com/linux/centos/7/x86 _64/stable/

A [Tomneprkka "3aKphITOTO MTepuMeTpa’ HaXOMUTCS B AKCIIEPUMEHTATbHOM COCTOSTHUM !

5.5. HacTpoiika 0CHOBHBIX IapaMeTPOB YCTAHOBKHU

5.5.1. PacnionoxeHue npuMepoB KOHQUIypaniOHHBIX (ailyioB

Tun nerutost IIyTh k HHBeHTapHOMY (aiiry IIyTs k ¢aiiny napameTpoB

OnHOCepBepHbIN PeXUM ~/install co/inventory/st ~/install co/properties/s
andalone tandalone.yml

KitacrepHbiit BbICOKOIOCTYHBINA ~/install co/inventory/cl ~/install co/properties/c

pexum uster luster.yml

5.5.2. KondpurypupoBanme uuBeHTapHOro ¢aiisia

WuBenrapubiii ¢aiin (inventory file) comepsxut morudeckue rpymmbl (POin), HA KOTOPbIEe I0JKeH OBbITh MojieleH Kila-
crep. Ponmm MOryT coBMeIaThCsl, TO eCTh Ha OTHOM U TOM >Ke cepBepe (BUPTyaJbHOM MaIlllMHe) MOXKeT ObITh pa3Bep-
HYTO HEeCKOJIbKO poJiel, paboTaroux OJJHOBPEMEHHO.

Inst koHPUTYpUPOBaHUSI MHBEHTApPHOTO ¢aiia HeoOXOAMMO OTKPBITH TpHUMEep WHBEHTAapHOro ¢aiia B TeKCTOBOM
penakTope 1 3aMeHUTh Bce [P-afjpeca Ha BHyTpeHHHMe ajipeca Kiacrepa. [Ipy HEOOGXOIMMOCTH BO3MOXKHO J1006aBHUTh
W yIQJIUTh CepBepa B rPyTINax.

5.5.3. KondurypupoBanue napamMeTpoB HHCTAJLUISIHU

Inst koHbUTyprpOoBaHHUs 00s13aTebHBIX W OMITMOHANIbHBIX MAapaMeTpOB MHCTAJUIIMN HEOOXOAUMO OTKPBLITh ¢aiii-
[pUMep NapaMeTpoB B TEKCTOBOM pellaKTope W POU3BECTH HACTPOUKH:

Ha rtexymuit MmomeHT nofiep>kuBaetcs 3afganue B URL nmenu xocta wiu [P-agpeca PGS, koto-
A poIii moimkeH ObITh paspermM DNS u goctynen co Bcex y3noB CO. [IponuceiBanue xocta PGS B
/etc/ hosts ue JOCTATOYHO, TaK KaK Nginx He ¥MeeT BO3MOXXHOCTH IPOYeCThb aJpec OTTy/a.

* DOMAIN NAME — neo6xomumo pacCKOMMEHTHpOBATb CTPOKY M M3MEHWTh 3HAYeHHe rmapamerpa Ha Tpefyemblii,
nanpumep DOMAIN NAME: "example.com".

* FS API URL —HTTP URL nocryna k FS WebAPI. Heo6xomuM0 pacKOMMEHTHPOBATb CTPOKY W M3MEHWTh
3HaUeHue MapaMeTpa Ha TpebyeMoe 1ipu UHCTaUIsIuy PGS.

* FS APP_URL —HTTP URL gocryma ¥ FS AppAPI. Heo6xomumo pacKOMMEHTHPOBATh CTPOKY W M3MEHHTh
3HaUeHue rapaMeTpa Ha TpebyeMoe 1ipu UHCTaUIsIuK PGS.

* FS CARD URL —HTTP URL pocryna k FS CardAPI (6eBumit Mail APT). Heob6xomumMo pacKOMMEHTHPOBATh
CTPOKY Y U3MEHWTDb 3HaYeH’e rmapameTpa Ha Tpebyemoe npu uHcTawsnuu PGS.

PEKOMEeH/YeTCsl WCIIONIb30BaTh 3amiuineHHbid BapuaHT (https), mmbo rapaHTHpOBaThH CeTeBoe

o Il 3TUX MapaMeTpoB MOJJIep>KUBAIOTCS cxeMbl http u https. Iy moBblmeHus: 6€3011aCHOCTH
coequnenue Mexay CO u PGS B joBepeHHOM BHYTpeHHeH IIOJICeTH MPHU BbIOope cxeMbl http.

* FS_APP_LOGIN — Heo6xomumo pacKOMMEHTHPOBAaTh CTPOKY U 33/1aTh JIOTHH mosb3oBaress FS AppAPI (3apa-
Hee cozanubiii ipu geruioe PGS B nepemennon nusentopu APP ADMIN LOGIN).
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* DOMAIN ENV — omuoHasbHO paCKOMMEHTHPOBATh CTPOKY ¥ M3MEHHTh 3HAUeHHe MapameTpa Ha TpeGyemblii,
narpumep, "99-9"; npu arom Bce samucu B DNS ma CO nHeoGxomumo 6ymeT CKOPPeKTHpOBaTh 10 (opme
<npepukc>-<DOMAIN ENV>.<DOMAIN NAME>, wuampumep auth-99-9.example.com; moura mo
ymonmuanuio  Oymer wucnonmb3oBath  gomed  @<DOMAIN ENV>.<DOMAIN NAME>, wanpumep @99-
9.example.com.

* HMS ENABLED — oniuonasbHO 106aBUTE B (ailii ¢ MpUMepaMy [apaMeTpOB WK MepeaTh KaK JOMOHUTEN b

HBIN [TapaMeTp B KOMaHIHOM CTpoke. 3HaueHre true o3Havaer BKIIIOYeHHE PabOTHI C HOTH(PUKAIMSIMU depe3
HMS (Huawei Mobile Services), mpu 3ToM JJOJDKHBI OBITH 3aIllOJHEHbI OCTaibHble mapamerpbl HMS. 3nauenue

false wm ITyCTOe 3Ha49eHHe — BBIK/II0YdeT 3Ty BO3MOXXHOCTbD.

Ornrcanve BO3MOXHBIX JIOMOTHUTENILHBIX ITapaMeTpoB nipuBesieHo B Tabmure 1 B [Ipuioxennu 1.

5.5.4. KondurypupoBanue npuBaTHbIX IapaMeTpPOB

st KoOHUTYPUPOBAHUSI IPUBATHBIX ITapaMeTPOB HeOOXOIMMO CKOTIMPOBATh IIA0JIOHHBIN ¢aiiyl TapaMeTpoB I1erby-
KOB:

cp ~/install co/group vars/all/.private.yml
~/install co/group vars/all/private.yml

Janee neobxomumo oTkpbiTh daiin ~/install co/group vars/all/private.yml B TekcroBom pemakro-
pe, ¥ 3a10JIHATD 0643aTesIbHbIe U OIMIUOHAJILHbIE HACTPOMKH.

Obs3aTeIbHBIMA HaCTpOfIKaMPI SBJIAKOTCA:

* I'pynmna Auth encryption settings

e I'pynma Chatbot properties (upu uuTerpamuu pemakropos ¢ MeccenmkepoM Dialog).

* I'pynma Common encryption settings

e I'pymma FS App settings

* Ipynmna FS App encryption settings

* I'pymna Mobile notifications (s ciyuae ucnonb3oBanus cepsucos Hotudukanuu Google i Huawei).
* IMapamerp FS TOKEN SALT EXT

* IMTapamerp ERLANG COOKIE

* Tapamerp CRYPTO PRO LICENSE (B ciyuae ucronb3oBanus guctpubyrtusa ¢ nomuepxkoit TOCT mmdposa-
HUs, ¥ Hannuuu jidiieH3un "Kpunrollpo CSP")

JIUMO TIOCJIe 3aBepIlleHrs] WX MHCTAJUISIMU HAaCTPouTh Mapamerpbl SMTP, ybenusmivce, uro FS

o Inst mopyepskku QyHKIIMOHATBHOCTH CUCTEeMHBIX TuceM-HoTudukanuii ot PGS u CO Heobxo-
AppAPI paboraet xoppekrtHo. [lo ymomuanuio napamerpsl SMTP He 3amanHsbI.

Ornrcanve BO3MOXHBIX JIOMOTHUTEJIBHBIX ITapaMeTpoB nipuBesieHo B Taomure 1 B [Ipmiokenuu 1.

5.5.5. KondurypupoBanue aBTOpPHU3aIHH JJIs1 CUCTeMHBIX CEPBHCOB

Hacrpoiiku aBropusaruu Haxonstcs daine ~/install co/group vars/all/private.yml:

Nma 3uaueHnue

CO _MANAGE_API USERNAME Hms nomnb3oBaress A gocryna k CO Manage API
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Hmsa 3uaueHue

CO_MANAGE_API PASSWORD [Taponb monb3osaress Jyist gocryna k CO Manage API

ERLANG COOKIE YHHKaJIbHasi CTpoKa (cekpeT) 1uis Kiactepusanuy RabbitMQ

ETCD BROWSER USERNAME uMs nonb3oBaresst Ayt Etcd Browser

ETCD BROWSER PASSWORD napois it Etcd Browser

HAPROXY USERNAME MM II0JIb30BaTesIs U1 CTpaHull craTucTuku HAProxy

HAPROXY PASSWORD HapoJb Jils CTpaHul cratuctukd HAProxy

KIBANA USERNAME uMsi nnonb3oBaress it Kibana

KIBANA PASSWORD apoJb nosb3osaressst Ayt Kibana B orkperTom Buze

PRIVATE REGISTRY USERNAME ums nob3oBarestst 1t Docker Registry

PRIVATE REGISTRY PASSWORD napostb ayist Docker Registry B OTKpBITOM BHjie, HEOOXOIMM
IVLSI IICIIOJIb30BAHMS! B CKPUIITaX

RABBITMQ USERNAME UM4 nonb3oBaress mig RabbitMQ

RABBITMQ PASSWORD mapoJb it RabbitMQ

REDIS PASSWORD naponb i Redis komauner AUTH

Cnepytomue mapoiau  OymyT  CO3[aHBl  aBTOMATM4YeCKH, ecjid He yKa3aHbl B KOHQUryparmud B
~/install co/group vars/all/private.yml:

* ETCD_BROWSER PASSWORD

* HAPROXY PASSWORD

* RABBITMQ PASSWORD

* REDIS PASSWORD

HWx 3Havenus GyayT BbIBeIeHBI B JIOT JIEIJIOd, a Take momaayT B gain /opt/co/systemd/systemd-env. B
5TOM ariie MOKHO II0CMOTPeTh TeKYIIHe MApOJIH Il CEPBUCOB B OTKPHITOM BHJIE.

5.5.6. KondurypupoBanue cepTupukaToB

o Paznen ob6sizatenien s penmmsoB  6e3 mopmepxkkd ['OCT  mmdpoBanuss wid ¢ ¢uarom
GOST ENABLED=false!

Jlns koHdurypruposanusi cepridukaros B aupekropun ~/install co/certificates neoGxomumo cosnarsb

JIMPEKTOPHIO, COOTBETCTBYIOIYI0 ckoHdurypuposanromy umenn gjomena <DOMAIN NAME>, comepxariyto dbains! B
dopmare PEM:

e server.crt — comepxxur SSL-ceprudukar va * . <DOMAIN NAME> u Bce mpomMexyTouHbIe CepTH(HUKATHI,
KpoMe KOPHEeBOTO JIOBEPeHHOI'0, pacIoIoXKeHHbIe B YKa3aHHOM Iopsijike (kak omucaHo B hitp:/nginx.org/en/docs/
http/ngx_http _ssl_module.html#ssl_certificate).

* server.nopass.key — npusarHbIA K04 cepruduKaTa, He TpeOyIOIMiA KOIOBOM (pasbL.

* Cca.crt —Bce moBepennsie SSL cepTudUKaTHL
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[To ymosrganuio 3TOT daii npeacTaBisieT COO0M CChUIKY Ha (aiiil KOpHEBBIX CepTUPHUKATOB, yCTa-

o HOBJIEHHBIX B cucTeme. [Ipu HeoOx0quMOCTH u3MeHeHH ¢daiina Ca . CIrt, ucrnonb3oBaTh CUMBO-
JIM4eCKUe CCbUIKU Ha BHellIHHe (aiibl He JIONYCTUMO, TaK KaKk OHU He OyIyT JAOCTYIIHBI BHYTPU
Docker koHTeitHepa!

* dhparams.pem— napamerps! anropurMa DH oGmena kimtodamu. J[aHHBINA (aiil BO3MOKHO CreHEepHpOBaTh
xkomangou openssl dhparam -out dhparams.pem 2048.

OIIACHOCTH. HaHHbIﬁ CIT0COo6 MOXKeT HCIOJIb30BAThCS TOJIHKO IIPpY MHCTAJUIAIIUNU B O3HAKOMHUTEJIb-

g Hcnonb3oBanue CaMOIIOAITMCAaHHBIX CepTI/ICl)I/IKaTOB KpaﬁHe HelXeJlIaTeJIbHO C TOYKU 3peHusd 6e3-
HBIX IeIiax.

5.5.7. KoudurypupoBanue I'OCT ceprtudukxaron

o Tonmbko gyst penuzoB ¢ mojpepxkod ['OCT  mmdpoBanusi ¥ BKIIOUEHHBIM — (priarom
GOST ENABLED=true! ITpu sToM pesibIAyIiuii pa3nes BHIIONMHATE He Hy>HO!

[Mognepxxka 'OCT mmdpoBaHus OCyIIeCTBISETCS MPH MOMOIIM MPOTPAMMHOTO OOecredeHus
A "KpurirolIpo CSP". Jlnis mosHOTIeHHOW paboThl Heo6xoumo nprobpeTeHre cepBepHOM JTUTeH3UH
"Kpunrollpo CSP". Ilo ymos4aHuto, Ipu OTCYTCTBUU JIMIIEH3WH, BpeMsl pabOThl OrpaHUYeHO.
[Tocre ycrernmHo# HACTPOUKHU CepTUGHUKATOB MOSBISETCS TOAJEpXKKa MU(PPOBAHUS KAHAJIOB CBSI3U C KJIMEHTCKUMHU
TIPWIOXKEeHUsIMH B cooTBeTcTBUM co craHmaproM ['OCT 34.10-2018 (omumcan B https://ru.wikipedia.org/wiki/
%D0%93%D0%9E%D0%A1%D0%A2 34.10-2018). Ilpu 3TOM COXpaHSIeTCsl peXXMM COBMECTUMOCTH C KITHeHTaMH,
He nojyepxuBatorumu ['OCT mmdpoBanue.

Ins koudurypuposanus [OCT ceprudukaros B aupextopun ~/install co/certificates/gost neo6xo-
JIMMO CO3/IaTh JTUPEKTOPUIO, COOTBETCTBYIOIIY0 ckouburypuposanuomy umenu gomeda <DOMAIN NAME>, conep-
karnyto ¢aitibl B popmare PFX:

* certkey-gost.pfx — comepxxur TOCT 34.10-2018 ceprudukar ¥ MpUBATHLIN KoY (6e3 KOIMOBOM (ppasbl)
Ha * . <DOMAIN NAME>, obsizarenbHblil daii.

* certkey-rsa.pfx — comepxur RSA ceprudukar u npuBaTHbA Kaod (6e3 KomoBoi ¢dpasel) Ha
*,<DOMAIN NAME>, obs3aTenbHbii haii.

* roots-gost.pfx — conepxur Bce momonmuUTeNbHBIE NOBepeHHbIe U mpoMesxyTounbie [OCT 34.10-2018 cep-
THUPUKATEI, ONIMOHAIBHO.

* roots-rsa.pfXx — comepkur Bce OMOJHUTENBHBIE NOBEPEHHBIE W MPOMEXyTouHble RSA cepThdHKaThI,

OIIIIMOHAJILHO.
Ucrionb3oBanre caMOMOAUCAHHBIX CepPTU(UKATOB WK cepTudurkaTtoB TectoBoro Y1l Hexkena-
A TeJIbHO C TOYKM 3peHHus 0e30macHOCTH. JlaHHBIM croco® MOXeT HMCIOJIb30BaThCsl TOJIBKO IPH

HWHCTA/UIIIWKX B O3HAKOMUTEJIbHBIX IeJIiaX.

5.5.8. Hacrpoiika kiroueri mudpoBaHus

B memnsix 6e3omacHOCTH B JUCTPUOYTHBE OTCYTCTBYIOT KaKHe-IH00 KITIOUH MTM(POBAHMUS 110 YMOIIAHHIO.

FS _APP PASSWORD

[Tapons PGS momnw3oBarenst FS AppAPI. OTo ke 3HaueHre yka3biBaeTcs B KOHpuUrypanuu uHCTasmuu PGS B
nepementoi unsentopu APP_ ADMIN PASSWORD.
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FS_APP_ENCRYPTION KEY
FS_APP_ENCRYPTION IV
FS_APP_ENCRYPTION SALT

CeKpeTHBIN KITIOY, BEKTOP WHUITMAIM3AINN U CONb s TaHHbiX anroputMa AES-256-CBC, ucnonb3yemoro s
mr$POBAHUS CeKPeTHBIX JIaHHBIX TeHAaHTOB, MepefaHHbIX Yepe3 FS App API u coxpanennsix B Etcd (kirou cep-
tudukara, mapoab SMTP). Tlocme germoss omm He xpanstcss B FEtcd, a mnomemiarorcss B daiin

/opt/co/wfe/properties/auth config.props ua ysnax ¢ poneio [Lb _core auth]. 9Tu smaue-
HHUSA TOJIHHBI OBITH 3a/1aHbl OTUHAKOBBIMH BMeCTe C PGS. HJ’[S[ HX reHepalvii MOXXHO HCITIOJIb30BATh CJIeAyIO-
IITUM BBI3OB:

openssl enc -aes-256-cbc -k "<password phrase>" -P -md sha256

AUTH_ENCRYPTION_KEY
AUTH_ENCRYPTION_1V
AUTH_ENCRYPTION_SALT

CeKpeTHBIN KITIOY, BEKTOP WHUITMAIM3AINN U CONb Jijis JaHHbiX anroputMa AES-256-CBC, ucnonb3yemoro s
nmmdpoBaHus mail session TokeHa. DTH 3Ha4eHHUsI TOJLZKHBI OBITH 33J]JaHbI oiHAKOBbIMU BMecTe ¢ PGS. [lnsa
WX FeHepanyy MOKHO MCITOJTb30BATh CIIETYIOIINN BBI30B:

openssl enc -aes-256-cbc -k "<password phrase>" -P -md sha256

FS TOKEN SALT EXT

Corb maikecta TokeHa U3 uaBentopu PGS, 3unauenue nepemennoit FS TOKEN SALT EXT. B SSO wucmonbay-
eTcst st aBropu3arnuu nonb3oBaresieid 3 LDAP wmm ESIA. 3amaercs mpow3BONBHONW CTPOKOW CHUMBOJIOB W3
Habopa Latinl, 9yBCcTBUTEIbHA K PETUCTPY. DTO 3HAYEeHHe JOJDKHBI OBITH 33/1aH0 OqUHAKOBBIM BMecTe ¢ PGS.

5.6. HacrTpoiika nonotHuTe IbHBIX HApaMeTPOB YCTAHOBKU

5.6.1. JlobaBieHHe JOBepeHHBIX CepTUPHKATOB

B ciy4ae ncnonb3oBaHus B OKPY>KEHUM CAaMOTIONIITUCAHHBIX CePTUGUKATOB MK COOCTBEHHOTO 1IEHTPA CepTUUKAIIN
(CA), wHeobxomumo 06aBUTbL TakWe CepTUGHUKATBI B CIHCOK JIOBEPEHHBIX Juia  poned [core *] wm
[lb _core auth].

[Tepen HauanmoMm Jjierios: Heo6xoaumo nooxuTh CA (4 apyrue noBepeHHbIe) ceptuduKkaThl B opmate PEM B aupek-
Topuio certificates/custom-ca/ B mieifykax. Bo Bpems meruios 3TH cepTUdUKAThl GYIyT aBTOMAaTHYeCKH
no6asienbt B €a . Crt ¢amn ma [Lb _core auth] pomu.

st Java cepBucoB Tpebyetcst no6aButh CA ceprudukarel B Java KeyStore (nanee JKS). [Iporiecc mobasnenust mpo-
WCXOMUT aBTOMAaTWYeCKW BHYTPU KoHTedHepa. IIpu crapre KOHTeHHepa, BCe CepTH(UKATbl, O0OHApY)KeHHbIe B
/opt/co/ssl/custom-ca/, 6ynyr mobasnensl B JKS ¢ nmomorpio yrummurel Keytool. Yrober JKS coxpansics
npu nepesarrycke Docker koHTeliHepa, OH MOAKIIIOYaeTcs (MAIUTCs) U3 BHEIIHeH $HaiioBOi CUCTEMBI M HAXOIUTCS B
/opt/co/ssl/custom-ca/java/cacerts.

CymiectByeT  BO3MOXHOCTh  ucmonb3oBaTh cBod  JKS. Ero ciemyer moMecTuTb B JAMPEKTOPHUIO

certificates/custom-ca/java/ nox umenem cacerts. Opmaxo, Jydllle KCIONb30BaTh CEPTUGUKATLI B
¢dopmare PEM.

JKS ¢ usmenennwsiM maposieM (To ecth He "changeit", xak mo ymomyanuio B JRE) Ha manHbIi
MOMEHT He TIOfIJIeP>KHUBAIOTCSL.
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I[J'[SI dKTHBAllMK MeXdaHW3Md I[O6aBJ'IEHI/I$I AOBEepPeHHbIX CepTI/ICl)I/IKaTOB HEO6XO)II/IMO 3aIllyCTUTDb HHEﬁGYKH C IIapaMerT-

pom -e CUSTOM CA=true.

CraTyc umnopra cepTudUKaTOB MOXKHO TIOCMOTPETh KOMaH I0M:

journalctl -u <uMA_lHUTE>

5.6.2. KondurypupoBaune unrerpanuu ¢ ESIA ¢ nomonisio ESIA-Bridge
e JlaHHBI 1T0/Ipaszest ONIMOHaJeH.

[Tpumensietcs Tonbko pu HeobxonumocTtH nnTerpary Auth/SSO c¢ aBropusanueit yepes ECHA (puBs3Koii akkayH-
ToB PGS k y4yernbim 3anucsim ECHUA).

B sTOoM BapuaHTe WHTerpaiuMu MCIOb3yeTcs HporpamMMmHbiii npoaykT ESIA-Bridge or OOO
o «PEAK CO®T». Ilpu ucnonszoBanuu ESTA-Bridge nactpoiiku nnrerpanuu ¢ ECHUA obiue s
Bcex TeHaHTOB CO!

ESIA-Bridge ycraHaBimuBaeTcst Ha BbIZIeJIeHHBIN BUPTYaJIbHBIA CepBep C MUHUMAJIbHOM koHburypanueir — 2 vCpu
(Intel), 4 GB RAM, 20 Gb HDD. Pa6ora ESIA-Bridge Ha cepBepe nomjiep>KMBaeTcs i OMEepPAIMOHHBIX CHCTEM
Debian / CentOS / RHEL win Windows. B maHHOW MHCTPYKIIMM pacCMaTpUBaeTCsl YCTaHOBKA U HacTpoika ESIA-
Bridge B Linux.

VcranoBka ESIA-Bridge momkHa ObITh ITPpOM3BeieHa B COOTBETCTBUM C MHCTPYKIMen https://identityblitz.ru/products/

esia-bridge/documentation/ quctpubytus ESIA-Bridge mocrasnsieTcst B BUie caMmopaciiakoBbIBaroIerocs bin-gatina.
J171s yCTaHOBKY HEOOXOMMO BBITIOJTHUTH KOMaHTY:

./esia-bridge-1.XX.0.bin
[To pesynbraram ycnemnou ycranoBku ESIA-Bridge co3matorcs ciemytorue TUpeKTOpUN:

/bin
/conf
/1ib

Kouduryparss ~ ESIA-Bridge 1o  ymonvanuio — pacmonmaraercs B ¢aine  /usr/share/esia-
bridge/conf/esia-bridge.conf

[Tpumep FQDN, Ha kotopom Gymer pacnonaratbcsi ESIA-Bridge: esia-bridge.<DOMAIN NAME>, sra 3amuch
JIoJDKHA OBITH co3mana B myonmuaHo moctymHoMm DNS. Jlomen ESTA-Bridge momxken coBnamats ¢ qomenom CO, B mipo-
THBHOM CJIy4ae YCTaHOBUThH CECCUOHHYIO cookie He MOTyIHUTCs.

KonseptupoBanue I'OCT ceprudukara

KouseptupoBanne I'OCT ceptudukara cucremsl, nopkitodaemoir k ECHUA, u3 ¢popmara PFX konteiinepa Kpumro-
[Tpo B dopmar BKS, nonnepxuBaembrii ESTA-Bridge, ocymiecTBisieTcss CTODOHHUMY yTWIUTaMU (CMOTPH TakXKe pas-
nen «Hacrpotika pa6otsl ¢ kmodamu ['OCT P 34.10-2012» uncrpykrnun ESIA-Bridge:
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java -cp gost-keytool.jar:bcprov-jdkl5on-1.62.jar \
ru.reaxoft.gost.Keytool import pkcsl2 \

--srckeystore certkey-esia-gost.pfx \
--srcstorepass "" \
--srckeypass "" \
--srcalias csp exported \
--destkeystore esia-bridge.bks \
--deststoretype BKS \
--deststorepass "" \
--destkeypass "" \
--destalias gost2012

OTMurieM JJAHHOM KOMaH/(bl OT MPUBEIeHHON B OQUIIMAIbLHON WHCTPYKIUK SBJISIeTCS UCIONb30BaHKue Oojiee HOBOM
Bepcuu 6ubmoTeku beprov, mo3Bosisioneit paboTath ¢ XpaHWIHIIAME, CO3AHHBIMU HOBBIMU BepcusiMu OpenSSL u
Kpurrrollpo. TIpu ycremHoi KoHBepTalyy, CO3MaHHbIA 3ToM KoMaHmou ¢ain esia-bridge.bks momken Goith
pasmertied B gupekropuu /Usr/share/esia-bridge/conf/ Bmecro umerommerocs tam daiiia.

B xordwurypamuio ESTA-Bridge momxHbl ObITH BHECEHBI CIIeYIONIe U3MEeHeHHs:
* domain="esia-bridge.<DOMAIN NAME>:9000", mpu srom mopr 9000 mo/mKeH ObITH OTKPHIT B
HacTpo¥iKax ceTeBoro 3kpaHa cepepa ESIA-Bridge.
* esia.host — momen cpenpt ECUA, IponyKTUBHOM WIIK T@CTOBOI.

* clients — smnensus Ha ucnosnbsyemsiii jomen <DOMAIN NAME>, npuoGperaercss OTHEIBHO y KOMITaHUH
«PEAK CO®T», npu osrom mnapamerp host momken ykaswisarb FQDN SSO, T0 ects authl-
<DOMAIN ENV>].<DOMAIN NAME>

* id — mMHeMoHMKa BbI3bIBaOMIEH cructembl B ECUA.
* Name — uM4 BoI3bBaomei cucreMsl B ECHA.
* cookieDomain — gomen CO, Ha KOTOpBIA OyleT YCTaHaBIMBaThCA CECCHOHHAs cookie, TO ecTh

<DOMAIN_ NAME>

I[Tocre usmenenus Hactpoek ESIA-Bridge, cepeuc momken 6bITh Tepesanyinen komannoi systemctl restart
esia-bridge.

HOns  xoudurypupoBanus wuHTerpaiuu ¢ ECHMA co cropoust CO  HeobXomwMO  OTKPBITH  (aiin
~/install co/group vars/all/private.yml (cmorpu Takxke 5.4) B TEKCTOBOM peIaKTOPe U MIPOU3BECTH
CJIeyToIye HaCTPOUKU:

* ESIA BRIDGE ENTRANCE URI — Touka Bxoma B ESIA-Bridge co croponst CO, Hanpumep http://esia-
bridge.example.com:9000/blitz/bridge/entrance

* ESTA BRIDGE USER URI — ampec, mo xortopomy CO 3ampariuBaer naHHbie 00 aBTopuzoBanHOM B ECHUA
nonb3oearene, Hanpumep http://esia-bridge.example.com:9000/blitz/bridge/user

Hns xordurypupoBanus uuTerparuu ¢ ECHMA co croponsr PGS Heo0xomuMo mMpOW3BECTH AOTIOHUATETbHBIE
HACTpOUkH TeHaHTa B pasnene ECHA Takum obpa3om, 4ToObl B HACTpoMKax TeHaHTa B Etcd mosBmimch cienyroriye
rapaMeTphbI:
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"properties": {
"esia": {
"can_esia_auth":1,
"support_esia_auth":1

b

3aripoc k PGS API, koTopbIif HEOOXOIUMO JIJIs1 3TOTO BBIIOJIHUTE, IPUBEJIeH B MHCTPYKIIKU 110 Jietuioio PGS.

5.6.3. KondurypupoBauue BcrpoenHoi unrerpamnuu ¢ ESIA

Berpoennast unrterpanus ¢ ECUA Ha [aHHBIA MOMEHT He HOAJIEPXKUBAeTCs, CJIelyeT UCIOJIb30-
Batb ESIA-Bridge.

e JlaHHBIHN TOIpa3Mest OMIMOHATIEH.

[Tpumensiercst TonbKo 1ipu Heobxogumoctu nunterpanuud Auth/SSO c aBropuzarueit uepe3 ECHUA (npuBsi3koii akkayH-
ToB PGS k yuetnsM 3anucsim ECHA).

Hnst KOHQUTYPUPOBAHUS WHTerparuu C ECHA Heo0X0IMMOo OTKPBITh aiin
~/install co/group vars/all/private.yml (cmorpu Takxke 5.4) B TEKCTOBOM peIaKTOPE U IPOU3BECTH
CJIefyIolye HaCTPOUKHU:

* ESTA TEST AC URL —agpec momydyenuss access code B TectoBoii cpenme ECHA, Hanpumep
https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac.

* ESTA TEST TE URL —ampec token exchange B TectoBoit cpene ECHA, nanpumep https://esia-
portall.test.gosuslugi.ru/aas/oauth2/te.

* ESTA TEST RS URL —ampec resource server B TectoBoi cpeme ECHUA, wanpumep https://esia-
portall.test.gosuslugi.ru/rs.

* ESTA PROD AC URL —agmpec momyuenus access code B mpomyktuBHOM cpene ECHA, wHampumep
https://esia.gosuslugi.ru/aas/oauth2/ac

* ESTIA PROD TE URL —ampec token exchange B mpomyktuBHOM cpeme ECHA,  Hampumep
https://esia.gosuslugi.ru/aas/oauth2/te

* ESTA PROD RS URL —agmpec resource server B  mpoaykrtuBHOH — cpene  ECHA,  Hampumep
https://esia.gosuslugi.ru/rs.

Ins npaBunbHOU pabotel SSO ¢ ECUA HeobxonuMo Mpou3BecTy JIOTIOTHUTeTbHbIe HAaCTPOUKU B

o anMuHKe TeHaHTa B pasfeiie ECHUA, u HacTpouTh Kilio4, cepTUdUKAT U MHEMOHUKY CHUCTEMBI,
3apeructpupoBanHoi B ECHUA. Taxxe naterpanust ¢ ECUA momxkHa OBITH pa3pelieHa Ha YpOBHe
Bcel uHcrauanuu PGS.

o Wnterpanus c ECHUA He coBmectuma ¢ LDAP/AD unrerparueii!

5.6.4. KoudurypupoBanue unrerpanuu c AD uepe3 PGS
e JlaHHBI 1T0/Ipasziest ONIMoHaeH.

[Tpumensiercst Tonbko mpu Heobxoaumoctu nnTterpanyy Auth/SSO ¢ PGS, B koTopom HacTpoeHa CB$I3b C BHEITHUM

26


https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/rs
https://esia.gosuslugi.ru/rs
https://esia.gosuslugi.ru/rs

cepBepoM MS ActiveDirectory.

Ins xoHburyprpoBanusi uHTerpannud ¢ AD HeobxoguMo HM3MeHUTH Clleflyiolliee 3HaueHUsI B dailjie mapamMeTpoB
WHCTaJUISIIIAM:

* AUTH_AD — usmenuTh 3HadeHHe mapamerpa Ha true.

5.6.5. KondurypupoBanue narerpanuu c nouroi Poseidon

Inst xondurypupoBanust uaTerpanvu ¢ Poseidon (manee PSN) Heo6xomumo U3MeHUTh Clieytolee 3Ha4eHus B ¢aitiie
rapaMeTpoB UHCTAJUISAIUH:

* MAIL INTEGRATION MODE — wusmenuTs 3HaueHue mapameTpa Ha PSN.

Byner npumenena 6GecioBHas unTerpanus Auth/SSO ¢ uHCTauisdumei mouTel, KajgeHgaps 1 koHTaktoB PSN. Ecmu
GasoBeii URL PSN He coorBerctByer 3uadenwto o ymomyanuo mail.<DOMAIN NAME> (wm mail-

<DOMAIN ENV>.<DOMAIN NAME> B ciyuae ue mycroro DOMAIN ENV), Heobxommmo 3amath 6a3obii URL PSN
B (paiiyie mapaMeTpoB UHCTAIUISAIHMH (CMOTpH Takxke 5.1, 5.3):

* MAIL BASE URL — 6a3oBebiit URL PSN (6e3 cxembr).

Bazoseiit URL kanennapst PSN B atom ciiyuae 6yner nacrpoen Ha <MAIL BASE URL>/#calendar, kontakros
—muna <MAIL BASE URL>/#contacts, a gmocryn x Mail wu Card APl d4epe3 poyTHHT
<MAIL BASE URL>/api.

B ciyuae memennoit paboret PSN Ajax API BoaMoxkHO moTpeOyercst HacTpoiika TaviMayTa
A soruHa SSO mocsie MHCT/UISAIUY, IIyTeM HM3MeHeHUsl 3HaueHUs (B MWUIMCeKyHJax) B Etcd (na-

npumep, uepes Etcd Browser) B Betke Wfe/login. request.timeout.millis.

B citydae otkaza ot unTerpanuu ¢ PSN Heo6xonyumo yCcTaHOBUTD Clieflyloliiee 3Ha4eHre B ¢aiijie mapaMeTpoB HHCTaI-
JISIITAN:

* MAIL INTEGRATION MODE — wsmenwuth 3HaueHve napamerpa Ha NONe (3HaueHve 1Mo YMOITIaHHUIO).

5.6.6. KondurypupoBanue unrerpanuu ¢ nouroii Poseidon 2.0

Ins xoudurypuposanus nnrerpanuu ¢ Poseidon 2.0 (manee PSN 2.0) Heo6xoanMo U3MeHUTD Clieflyolee 3HaueHue B
¢aiine mapamMeTpoB UHCTATIISITUN:

* MAIL INTEGRATION MODE — wsmenwuth 3HaueHHe mapaMerpa Ha PSN2.
Heob6xoanMo 3anoHUTh Ciiefyloliye TapaMeTpsl B private.yml

* MAIL OAUTHZ2 CLIENT ID — snayenwe JaHHOTO MapameTpa MO YMOTYaHWIO "psn”, JIOMKHO MEHSATHCS COB-
MeCTHO ¢ HacTpoikam# feruios PSN 2.0

« MAIL OAUTH2 CLIENT SECRET
« MAIL OAUTH2 REDIRECT URI

[Tpumep napameTtpoB B private.yml :

MAIL OAUTH2 CLIENT ID: "psn"
MAIL OAUTH2 CLIENT SECRET: "Fegre53mrth5eu6h"”
MAIL OAUTH2 REDIRECT URI: "https://mail-domain.example.com/system/sso"
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A PSN 2.0 naxomuTcst B 9KCIIEPUMEHTAIbHOM COCTOSIHUM !

5.6.7. KondpurypupoBaume NTP cepBepoB
9 JlaHHBIHA TTOfTpa3ziest ONIrOoHaTeH.

s KOHPUTYPUPOBAHUS NTP CepBepoB HeobXoIMMOo OTKPBITh darin
~/install co/group vars/all/private.yml B TekcToBOM pemakTope ¥ NOGABUTH CIEAYIOIMI OIOK B
¢aiin, usmenus IP-anmpeca Ha TpeGyembie:

# NTP settings

NTP_SERVERS:
“127.0.0.1"
"1.2.3.4"

5.6.8. KondurypupoBanue 10n0/JIHHTEIbHBIX CePBepPOB /IS TOTHPOBAHUS
e HaHHbeI rmoapasaesl OIIrOoHaJIeH.

s xoHburypupoBanust ponosnHuTenbHeix Fluentd cepBepoB s c6opa JIOTOB HEOOXOOUMO OTKPBITH (aiii
~/install co/group vars/all/private.yml B TekcToBOM pegakTope ¥ N0OGABUTH CIENYIOIMI OIOK B
¢aiin, nuamenus [P-afipeca v opThl Ha TpebyeMble:

# LOG servers for the environment
LOG_SERVERS:
- ip: "server 1 ip address"
port: "24225"
- ip: "server 2 ip address"
port: "24225"

a OTa BO3MOXXHOCTD CYIIECTBYET TOJILKO TIPH UCIIOJIb30BAHUK B MHCTaUIsmu ponu [ L0g] u mapa-
merpa FLUENT LOGGING ENABLED=true

5.6.9. OTkinr04enue GyHKIIHOHAJILHOCTH MeCCeHKepa
o JlaHHBIH 1TOfIpa3ziest ONIMoHaeH.
I[JISI OTKJITOY€HM CCbUIKM Hd IIPpUJIO)KEeHHe MeCCeHKepa Jloroc co CTapTOBOfI CTPAHHUIIbL SSO U OTK/IIOYEHUS HUHTe-

rpamuy ¢ yaramu JIoroc u3 TeKCTOBBIX pedakropoB Heobxommumo gobasuth ommuio -€ MESSENGER=NONE mpu
3allyCKe MHCTA/UISIMOHHOIO CKpUITa (CMOTpH Takoke Ilpunokenue 1).

5.6.10. Bkirouenue GyHKIIMOHAJIBLHOCTHU pelaKTOpa Mpe3eHTanun

e JlaHHBI 1TofIpasziest ONIMoHaeH.
A PenakTop npeseHTanuii HAXOIUTCS B 3KCIIEPUMEHTAIbHOM COCTOSIHUHM!
I BrroueHWs]  QYHKIMOHAJIBHOCTH — peflakTopa  Tpe3eHTalluid  HeoOXomuMmo  J1I06aBUTh — OMIMI0 - €
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PRESENTATION EDITOR DISABLED=false npu 3amycke HHCTAJUIAIIMOHHOTO CKpHUITa (CMOTpH Takxe IIpuiio-
skeune  1).  Ilocme  wHCTanmsmuw,  39TOM  OmmyMed  MOXHO  ympaBiasaTh — depe3  Etcd — dumarom

config/wfe/presentation.editor.disabled.

5.6.11. [lomomHuTeILHAsA HACTPOIKA NOJIUTHKH POTAIIHH JIOTOB
e ,HaHHblﬁ rmoapasaesl OIIrOoHaIeH.

Hactpoiika poraruu soroB (logrotate) B JaHHBIA MOMEHT aBTOMAaTM3UPOBAHA W BBLIMOJHSETCS NP HWHCTAJJISINM.
[TonuTHKy poTamuu JIOTOB MOXKHO TIePeHACTPOUTh B KOHPUTYPAIIMOHHOM aiisie

~/install co/roles/bootstrap/templates/logrotate/co.

5.6.12. Cucrema cunxponusanuu ¢aiioB CDN Mexay xocramu

CuHxpoHu3anus ¢aiioB ITPOM3BOAUTCS C MOMOIIbIO JileMoHa Isyncd mo mportokomy rsync over ssh. B pexume

neMoHa Isync pa6ortaer Ha xoctax ¢ ponbio [ Lb core auth]. Cunxponusarus JaHHBIX 3aMyCKAETCsS C TOMOIIIBIO
MexaHU3Ma f71pa inotify, To ecTb OTCIIeKUBaeTCs OOHOBIICHUE MU TOSBJIeHHe HOBBIX (GaiiIoB U JMPEKTOPHUH. 3a1adn

U1 CMHXPOHM3aluK HacTpausaroTcs B gaiie /etc/Lsyncd. conf.

5.6.13. Bkirouenue noanepxkku SELinux

0 JlaHHBIA 1TOfTpa3ziest ONIUOHATIeH.

[To ymos4yanuio, B mpoliecce JIerios MporucXoauT nepeBoj] nofacucreMbl SELinux B cocrosinue disabled.

Jlnst Brmouenns nofepxkku SELinux Heobxoaumo no6asuth ommuio -€ SELINUX ENABLED=t rue mpwu samycke
MHCTAJUIAIMOHHOIO cKpunTa (cMoTpH Takke [Ipunoskenue 1).

A [Mognepxka SELinux HaXOUTCS B OKCIIEPUMEHTAIbHOM COCTOSTHUH !

5.6.14. Hacrpoiika npe(pukCcoB BUPTyaJIbHBIX XOCTOB
e JlaHHBIM 1To/Ipasziest oNIMOoHaJeH.

[Tpedurkcel BUpTyanbHbix xoctoB Nginx (mo ymomyanuto auth, cdn, coapi, docs, files, links) moxuo usme-
HUTB C [TOMOII[BIO TAPaMEeTPOB:

* AUTH PREFIX npedukc ampeca mpunoxeHus aBropusanuu 1 tenanara Auth/SSO

* CDN PREFIX mpedwkc amgpeca CDN
COAPI PREFIX mpedukc ampeca COAPI

DOCS PREFIX mpedukc agpeca mpuiokeHus pelaKTOPOB

FILES PREFIX mpeduxc agpeca npunoskenus $haijioBOro MeHemkepa

LINKS PREFIX mpedwuxkc ampeca CChUTOK Ha JOKYMEHTHI

B umenu npeduikca Helb3sl UCHOJIb30BaTh CUMBOJIBL « WK _, OCTaJIbHBIE JIOIYCTUMbIe CHMBOJIbI
onucanbl B RFC1123.

3armucu B DNS oimkHBI COOTBETCTBOBaTh HOBBIM TNpeduKkcam. HacTpoiika mpedpuKcoB T0/KHA
TIPOU3BOJIUTRLCSI COBMeCTHO ¢ HacTporikamu PGS 1 PSN.
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5.6.15. KonpurypupoBanue DNS cepBepoB
e JanHbiii mofpasnest oniMoHaieH.

Hns KOHPUTYPUPOBAHUS DNS CcepBepoB HE00X0IUMO OTKPBITh paiin
~/install co/group vars/all/private.yml B TekcToBOM pegakTope ¥ NOGABUTH CIEAYIOIMI OIOK B
daiin, uamenus [P-afnpeca Ha TpeGyemble:

# DNS settings in /etc/resolv.conf
DNS_SERVERS:

"127.0.0.1"

"8.8.8.8"

5.6.16. OTK/II09eHNe BO3MOKHOCTH CKAYUBaHUS JOKYMEHTOB
e JlaHHBII 1T0/Ipasziest oNIMOHaJeH.

T[TpesycMOTpeHa OIS OTKITFOUEHHsI BO3MOXKHOCTH CKAauMBAHUs IOKYMEHTOB B MOJIb30BATENbLCKOM MHTEpdetice. [s
3TOTO0 BO BpeMsi JIelios Ciiefyer nepenarh jpononautensHyio ommmio: -€ DOWNLOAD DISABLED=true npu
3aITyCKe WHCTAJUISIIIMOHHOTO cKkpumnTa (cMoTpu Takxke [lpumnoxenne 1). B cirydae HeoOX0mUMOCTH, 3Ty OMITUIO MOXKHO
BIOCJIE/ICTBUM HACcTpouTh B Etcd BO BpeMs OKCIUTyaTaluu CTEHIA AJMUHHUCTPATOPOM  HHCTAJUISIUH:

config/wfe/download.disabled={true, false}

5.6.17. OTK/II09eHHe BO3MOXKHOCTH KOIIMPOBAaHHUS KOHTEHTa I0OKYMEHTOB BO BHeIIHHII
oydep odoMena

[TpemycmoTpeHa oIyl OTKITIOUEHHsI BOSMOXKHOCTH KOIIMPOBAHUSI BO BHeIHUH Oydep obmeHa (clipboard) comepsku-
MOTO JIOKYMEHTOB (Kak B pekrMe IMPOCMOTpa, TaK U B peXxume pelakTupoBanus). [Ipu aTom KommpoBaHWe/BCTaBKa
BHYTPH peJlakTopa JIOKyMEeHTOB IPOjiojDKaeT paboTaTh. [jist 3Toro Bo BpeMs JIEIIos CllefiyeT NepejiaTh JOMOIHUTENb-
uyto omuio: - EXTERNAL CLIPBOARD DISABLED=true npwu 3amycke WHCTAUIAIIMOHHOTO CKPHUITa (CMOTPH
Takxke [Ipunoxenve 1). B ciydae Heo6X0mMMOCTH, 3Ty ONIMIO MOXHO BIIOC/IEICTBUM HacTpouTh B Etcd Bo Bpems
OKCILTyaTaliu CTeH/Ia AJIMUHHICTPATOPOM WHCTaJUISIINH:

config/wfe/external.clipboard.disabled={true, false}

5.6.18. nTerpanus ¢ MecceHmKepaMu

o ITo YMOT9YaHUIO UHTerpanus ¢ MeCCeH/>KepoM OTKJII04YeHa.

Hacrpoiika uaterpanuu ¢ Dialog

3 ) .
O Wurerpanus ¢ Dialog 6yneT mocTyriHa Asis Bcex Moib30BaTesiel MHCTAUISIIUN.
-

Hns BKJTIOUEHUS u HACTPOWKHU WHTEerpanuu Heo0X0IMMOo OTKPBITh aiin
~/install co/group vars/all/private.yml B TekcroBoM penakTope W M3MEHHTh 3HAYEHHs CIIeIyio-
IIUX HACTPOEK:

* DIALOGBOT TOKEN: Token asns pabots! ¢ Dialog API.
* DIALOGBOT_SERVER: HTTP URL cepsepa Dialog API.
* DIALOGBOT_WEB: HTTP URL Be6-cepsuca Dialog.

Tam JKe, WK Yepe3 OIIIUIO 3dITyCKa CKPHUIITA AeIlIof:
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* MESSENGER: "DIALOG" — nob6aBuTh HacTpOUKY Jiyis uHTerpanuu ¢ Dialog.

5.6.19. MuTerpamus no nporoxkoxry WOPI
e JlaHHBII 1To/Ipasziest ONIMoHaeH.

[Tpy wHTerpanuu BHeIIHero XpaHwidia C pefakropamud 1o npotokormy WOPI (https://en.wikipedia.org/wiki/
Web Application Open Platform Interface) cepBucet Chatbot, FM u NM He 3ajeiicTBOBaHbI, [103TOMY T'PYIIIbI

porneii core _fm, core nm, chatbot B uuBeHTOpH HODKHB! GBHITH MyCTHIE.

Ipyrue komrnoHeHTHl « CHcTeMa pelakTUpOBaHus U coBMecTHOW paboTel (CO) MoitOducy Takke He UCIOMb3YIOTCS B
3TOM peXXuMe, TI03TOMY CJieflyrolnye epemennsie B gaiie ~/install co/group vars/all/private.yml
3aIOJTHATh He HY)KHO (OCTaBHUTb IyCThbIe 3HAYEHWUS):

* AUTH ENCRYPTION *

* DIALOGBOT *

° FS *

* GCM_*

* HMS *

* SQUADUSBOT _*
B 3TOM e aiine HeobXoguMo yKazarb JIOMeH cepBuca Nextcloud B repeMeHHON

CSP_ALLOWED FRAME ANCESTORS, HarpuMep: CSP_ALLOWED FRAME ANCESTORS: "I
"nextcloud.example.com" ]'

Hns  Brmogennss pexxuma WOPI Bo Bpemsi gemsioss ciiefyeT TmepefiaTh JIOMOJMHUTENbHBIE ONIUHA: - €
WOPI ENABLED=true -e MESSENGER=NONE mpwu 3amycke uHCTamIsSmuoHHOTO CKpunTa (CMOTPH Takke [1pu-
JIoxkeHwue 1).

o Wnrerpanus ¢ Mmeccenmkepamu B pexkume WOPI HetocTyHa.
@ Wurerparius ¢ WOPI  tectupoBasack Tombko it xpanwmina Nextcloud ¢ mmaruHom
- https://apps.nextcloud.com/apps/wopi.

B xondurypammonnom  daiiie  Nextcloud  config/config.php  Heobxomumo  mob6aBUTH  MmapameTp
'allow local remote servers's true

Ha cepsepe Nextcloud B pexume agMuHHCTpaTopa cienyeT ykaszath uHTerpanuio ¢ Office Online, ykasaB asmpec
https://docs[-<DOMAIN ENV>.]<DOMAIN NAME> Ilocie 3TOro MOXHO GyfeT OTKPBIBATH MMEIONIHECs B
XpaHWJIUIEe NOKYMEHThI Ha pelaKTUpPOBaHHe O6bI‘{HbIM I10JIb30BaTe1eM.

5.6.20. ITonryuyenue notudukamuii ot PGS
0 JlaHHBIH 1TOfTpa3/iest OMIMOoHATIeH.

[TpemycmoTpeHa omius MojydeHuss HOTUPUKAIMK O JeHCTBUSIX C IpoduiieM Iob3oBaress Ha ctopoHe PGS. [lns
3TOT0 He0OXOMMO aKTUBUPOBAThH (pefiepanuio:

Co croponst CO Heobxomumo oTkpbITh daiin ~/install co/group vars/all/private.yml (cmorpu Tak-
e 5.4) B TEKCTOBOM PeJIaKTOpe ¥ TIPOU3BECTH CIIeAYIONIHe HACTPOMKH:

* PGS RABBITMQ USERNAME — mosb3oBaressb rabbitmq PGS.
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* PGS RABBITMQ PASSWORD — mapons momb3oBarenss rabbitmq PGS. HeoGxomuMo pacKOMMEHTHPOBATh

CTPOKY ¥ M3MEHWTh 3HadeHue mapamerpa aksuBanenTHoe mapamerpy RABBITMQ PASSWORD w3 urcTamuismumm
PGS.

Tam >xe, WK Yepe3 OMITMIO 3aIyCKa CKPUIITA JerIost:
* RABBITMQ FEDERATION ENABLED: true — Bkitouenue denepamnuu rabbitmg.

[TpoBepka craryca denepanuy npusesieHa B . 10.2.4

5.6.21. Hacrpoiika mysna DU

JInst mofijiep>KKu OOJIbITIero 4mciia OTKPBITHIX JOKYMeHTOB Ha Homy kiactepa (o 1000), TpeboBanus K cucreme BO3-
pacrarot. Pexomenjyercs ucronb3osarh Hojbl ¢ 8 vVCPU / 24 GB mamsatu / SSD g ponm [core dcm]. Tlpu atom
crmefyer sBHO ykasath pasmep mnyia DU ¢ momompio mpormepru DU POOL SIZE MIN  (3mauenwvie
DU POOL SIZE MAX mpu stom He 3amaercs!) Takke He0GXOMUMO yOEMUTHCSA B TOM, UTO BKJTFOUEH CBOTI B CHCTEME

Ha 3THX y37ax kiacrepa ¢ momornbio nporeptd SWAP ENABLED. B ciyuae otcyTcTBusl CBOIIA, OH OyfieT aBTOMATH-
Yecku co3fiaH B daitsie pazmepom 4 GB B kopHe GaltyioBol CUCTEMBI.

5.7. Hacrpoiika MexKceTeBoro 3KpaHupPOBaHUS
CeTteBnbie TOPThI, NIOCTYII K KOTOPbIM HEO6XOIII/IM c BHertHux 1P aipecoB, IprBeeHbl B T86J'II/ILIE HIXKe.

Ta6nura 3 — Onricadre MOPTOB, IOCTYII K KOTOPBIM HEOOXOAMMO 06eCITednTh CHAPY KU

Homep nopra Ceszannsbrii IP Hasnauenue
80 0.0.0.0 http
443 0.0.0.0 https

CeteBrbie TIOPThI, AOCTYII K KOTOPbIM HEO6XO)II/IM C BHYTPEHHHUX 1P aZIpecoB, IIpHBeieHbl B Ta6J'II/IIIe HHMXe.

Tabnwuia 4 — OnvcaHue MOPTOB, IOCTYT K KOTOPBIM HEOOXOIUMO 06eCIIedyuTh U3HY TPH

Homep nmopra Cea3annsbrii IP Haznauenmne

22 0.0.0.0 ssh

80 0.0.0.0 http

443 0.0.0.0 https

5000 0.0.0.0 docker-registry
8001 0.0.0.0 etcd-browser

8443 0.0.0.0 Manage API (https)
8888 0.0.0.0 Manage API (http)

5.8. HacTpoiika yaieHHOro 10CTyIa

Hacrpotika yjaineHHOro 10CTy1a BBITIONMHSeTCs: Ipy oMoty poiiv sshd. IIpumep HacTpo¥iku poiii IpUBeJieH HIUKe:
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ansible port: 22
sshd:
protocol: 2
accept env: "LC *"
permit root login: "no"
password authentication: "yes"
use dns: "no"
x11 forwarding:
allow groups: []
allow users: []

no

6. YcranoBka «{comm_component}»

6.1. Konpurypanusa 6e3 0Tka30yCTOMIHMBOCTH

6.1.1. 3amyck ycTaHOBKH

Hns  zamycka wHcTamwsimuu  nopcucteMbl  CO  Heobxomumo — 3amyctuth — shell-ckpunt w3 aupekropuu
~/install co/.

./deploy co.sh standalone -u root [pononHuTenbHble onuuu. . .]

[Tpu aTOM J10T-(baii mporecca pa3BepThiBaHuUs OylieT COXpaHeH B

~/install co/deploy co $DATE. log.

<r> [MomnepskvBaeTcs omnmust - -become ms pexxuma sudo B Ciiydae TONMb30BaTeNIs, OTIMIHOTO OT
w root.

<r> [To ymomuanwio ommus paseéprbiBanus CLEANUP comepxur sunavenne false. Ilpu "umcroin”
w yCTaHOBKe HeOGXOMMO TepefiaTh STOM MepeMeHHOM 3HaveHre true.

,HOHOJIHI/ITEJII)HI)IE OIIIVH IepelaloTcs MoCye KiIro4a - €.

Jlnsa sanpoca napoins SSH HeobxofuMo epearh onmuio - K.
HpI/I HeOﬁXO)lI/IMOCTI/I HCIIOJIb30BATh l'IpI/IBaTHI)IfI KJIFOY BMeCTO OIIIuu - k cjlegyeT UCIIOJIb30BATh OIIIHIO —p rivate -
key=<nyTb K ¢anny nNpuBaTHOrO Ki4a>.

ITpu ycriemmHOM BBIIIOJIHEHUU CKPUIITa cepBUCHI noficucteMsl CO OyayT 3aiyllieHbl aBTOMaTH4eCKH.

6.1.2. IIpoBepka KOPPEKTHOCTH YCTAHOBKH

ABTromarrveckas TIpOBepKa WHTErpallMOHHBIMU TecTaMy onvcaHa B [Ipunokenun 2. PekoMeHyeTcst IpOBECTH ee JI0
PY4HOH IIPOBEPKHU.

Py4Hasi mpoBepka COCTOUT B CIIE/IyIOIIEM:

* B 6paysepe otkpeiTh cTpanuny https://auth[-<DOMAIN ENV>.]<DOMAIN NAME>

° Y6e)II/ITI>C$I, 4TO 3arpy3uJiaCb CTpaHUIld dBTOPU3AIINH.
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* Y6enurhbes, 9TO MpY YAAIHOM aBTOPU3AIMH [TPOMCXOIMT ITIePexol Ha CTPAHUILY JIeHIMHTa.
* Yb6enutbcsi, 4TO paboOTaIOT BCe TIPUJIOXKEHUS Ha JIEH/IVHTe.
* 3aittu B $HaiIOBbIi MeHemKep, U YOemUThCsl, YTO paboTaer 3arpyska JOKyMeHTa.

* B ¢aitnnioBoM MeHekepe cO31aTh pa3Hble THIIbI JOKYMEHTOB, U yOeUTHCS, ITO UX MOXKHO PeIlaKTUPOBaTh.

6.2. KiiacrepHas oTka30ycToMunBasi KOHpUrypamus

6.2.1. 3ammyck ycTaHOBKH

s 3amycka uHcTawmmuu — nopcucTeMbl CO  Heobxomumo  3amycTuth — shell-ckpunT w3 gupexTopuu
~/install co/.

./deploy co.sh cluster -u root [pononHUTEsNbHble onuuwu. . . ]

JloronHuTeNbHbIe ONIUY aHAIIOTUYHBI KOHPUTyparuu 6e3 0TKa30yCTOMYUBOCTH.

6.2.2. IIpoBepka KOPPEKTHOCTH YCTAaHOBKH

AmnanorrnyHa npoBepke KOHQUTYPAMK 0e3 0TKa30yCTONIUBOCTH.
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7. ObHOBJIeHHE C IPeBIAYIIMX BepCHil

<r > [Tpornecc obHoBNeHMs «CucTeMa peJJakTUPOBaHHs U coBMecTHOH paboTsl (CO) MoOducy mnoin-
- HOCTBIO aHAJIOTHYEH ITPOIeCCY IepBUYHOM YCTaHOBKU.

7.1. CocraB qucTpubyruBa

CocraB qucTpubyTHBA PUBEJIEH B 11. 4.1.

8. IToaroroBxa K 00OHOBJICHHIO

8.1. Onucanue poseu

Omnucanue poseii mpuBesieHo B 1. 5.1.
8.2. HpOBepKa 5 | HaCTpOﬁKa HH(l)paCTPYKTypBI YCTaHOBKI/I
OnwucaHve TPOBepKY ¥ HACTPOMKU MHGPACTPYKTYPhI YCTAHOBKH MPUBEJIEHO B T1. 5.2.

8.2.1. IIpoBepka 1 HaCTpPOIKa OCHOBHBIX IAPaMeTPOB YCTAHOBKH

Ornvcanue IIPOBEPKHU U HaCTpOI;IKI/I JAHHBIX ITdpAMEeTPOB IIpYBeJIeHO B II. 5.5.

8.2.2. IIpoBepka 1 HaCTPOHKa JONOJHUTEJIbHBIX IAPaMeTPOB YCTAHOBKU

Ornucanue IIpOBEPKU U HaCTpOfIKI/I JOIIOJTHUTEJIbHBIX ITaPpaAMeTPOB YCTAHOBKHU IIPHUBe/JeHO B II. 5.6.

8.2.3. IIpoBepka 1 HaCTPOMKA MEKCETeBOro 3KPaHUPOBAHHSI

Onucanue ITPOBEPKU U HACTPOEK MeXCeTeBOI'0 3KPAHMPOBAHUA IIPUBEIEHO B II. 5.7.

8.2.4. IIpoBepka 1 HacTpPoOIKa pasrpaHUYeHus JOCTyNa

[MonnepxuBaercst SELinux. JlomonHuTeIbHONM HACTPOUKY He TPeOyeTcsl.

8.2.5. IlpoBepka 1 HacTpoOIKa yIajJeHHOI0 J0CTyna

Ornrcanve TPOBEPKY ¥ HACTPOMKH yIaJIeHHOTO JTOCTYIIA IPUBeJIeHO B 1. 5.9.

8.2.6. Co3pmanue pe3epBHBIX KONIMH

B mporiecce pabotel Ha XocTax «{comm_component}» He XpaHSITCS MEPCUCTEHTHO JIAHHbIe MTOJIb30BaTesIsl, TIO3TOMY
CO3[IaHUsI pe3epPBHBIX KOIUU He TpebyeTcsl.

9. O6HoBeHue «{comm_component}»

9.1. Konpurypanusa 6e3 0TKa30yCTOHIHBOCTH

9.1.1. 3amyck 00HOBIIEHUS

3aryck 0OHOBJIEHMsI aHAJIOTHYeH TPOIeccy 3allycka YCTaHOBKHY, ITpUBeieHHOMY B 1I. 6.1.1.
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9.1.2. IIpoBepka KOPPEKTHOCTH 00HOBJICHHS

ITpoBepka 0GHOB/IEHMS aHAJIOTUIHA IPOBEPKEe YCTAaHOBKY, OMMCAHHOM B 1I. 6.1.2

9.1.3. Murpanus KaHHBIX

B nporiecce paboTsl Ha xocTax «{comm_component}» He XpaHSTCS IEPCUCTEHTHO AaHHbIE M0JIb30BaTesls, I03TOMY
MUTpalUY JaHHBIX He TpeOyeTcsl.

9.2. KnacrepHasi 0TKa30yCcTOMYNBasi KOHPUTypamusi

9.2.1. MacurrabupoBaHne KOHQUrypanuu

[Tporecc macirrabrpoBaHyst aHAJIOTUYeH [TPUBEIeHHOMY B II. 3.3.

9.2.2. 3anyck 00HOBJIEHUSI

3aryck 0OHOBJIEHUSI aHAJIOTHYeH MPOIeccy 3allycka YCTaHOBKHY, TPUBeIeHHOMY B 1I. 6.2.1.

9.2.3. IIpoBepka KOPPEKTHOCTH O0HOBJICHHUS

[TpoBepka 06HOBIEHMsI AHAJIOTUYHA [TPOBEpKe yCTaHOBKH, OMMCAHHOM B 11. 6.2.2

9.2.4. Murpanus KaHHBIX

B nporiecce paboThl Ha xocTax «{comm_component}» He XpaHSITCS IePCUCTEHTHO AaHHBIe M0JIb30BaTeslsl, I03TOMY
MUTpalUY JaHHBIX He TpeOyeTcsl.

9.2.5. 3arpy3ka ooHoBinenuii CDN

O6nosnenus: CDN npefocTapisioT BO3BMOXKHOCTD 3aMeHbI WX aKTyaln3alvuy OpeH/IMHTa YCTaHaBIMBAeMOTO TPOJTyK-
Ta, a TakXke JH00ABIEHUS WX U3MEHEeHHUs CIPaBOYHOTO web-KOHTeHTa, TOofJIep)KUBaeMbIX SI3bIKOB, JIOKAJIU3aIuKA WA
JIPYyTHX PecypcoB, UCToNb3yeMbix nofcuctemoi CO, 6e3 ocTaHOBKHM pabOThI CepBHCa.

3arpyska naketoB o6HoBeHH# CDN (6aH/AI0B) TPOM3BOIUTCS CUCTEMHBIM aJIMUHUCTPATOPOM, ITPOU3BOJISIINM yCTa-
HOBKY IIPOAYKTA, TOC/Ie YCIIeIIHOTO 3aBepIieHus CKpuliTa pa3septeiBanus CO. Kaiblil makeT COlepKUT OKyMEHT,
OITMCHIBAIOIIUI COfIepPXKUMOe U BePCHIO TaKeTa (ero Maxugecm), a Takxe Cofiep>Kalliiii HHPOPMaIUo O COBMECTHMO-
ctu ¢ Bepcusimu CO. Bo Bpemst pasBepteiBanus noacuctemMbl CO B CDN ycTaHaBIMBaOTCSI MUHUMAJIBHO HE0OXOu-
Mble TTaKeThl peCypCcoB JJisi paboThI IAHHOW KOHQUTYPAITUH.

Opua maketT MoXkeT JIMOO T0OABIISATH HOBbIe U OOHOBJISITH UMEIOIINECs] Pecypchl, JIMOO MOHOCTHIO 3aMeHSITh CBOUM
copepxxuMbIM uMetoriecst B CDN pecypcst. [Ipu aToM 3arpy3ka HOBOTO MakeTa He UCKJII0YaeT JOCTYITHOCTH 110 TIpsi-
MBIM CCBUIKaM HPebIAYIINX PEeBU3UN pecypcoB (HarpuMep, CChUTOK Ha n300pakeHHs B OTHPABIEHHBIX MHCbMaX-HO-
TtuduKaiusax). Heckonbko 6aHIyIOB MOTYT OBITH OOBETMHEHBI B OOIIWEH apXWB, MeMabaHON, yCTaHABIUBAaeMbIH Kak
efIMHOe TIejIoe.

Teky1mue orpaHuYeHus:

* He peanu3oBaH OTKaT Ha IPeIbIAYILYI0 BEPCHIO (HO BO3MOXKHO pydHOe uaMenenue B Etcd B Betke config/cdn
u Ha daiioBoii crpykrype B /0pt/co/shared).
* He npoBepsieTcs mesocTHOCTb U 6e30MaCHOCTh apXUBa, He pean3oBaHa UdpoBas MOMIIHCE.

* Her TeHaHTHO-3aBUCHUMBIX pecypcCoB.

* OrcyrcrByet Ul ynpaBnenus pecypcamu.
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He peanmzoBano OnokupoBaHve MexaHW3Ma OOHOBJIEHMSI Ha Bpemsi paboT 1O OOHOBIIEHHIO.
o [ToaTomMy ycTaHaBIMBATH Cpa3y HECKOIbKO OOHOBJIEHHH MapaljieSIbHO C OHOTO WJIH C HeCKOJIbKUX
yanoB porm [ Lb core auth] kareropuuecku sampereHo.

9.2.6. 3arpy3ka CDN 6anana yepe3 Manage API

[ToxgroroBnennsidt 6any (WM MerabaHyT) MOXHO 3arpy3uTh depe3 Manage API (cmorpu paspmen 8), agpec <SSO

VIP> cepBepa Auth/SSO 6epercst niro6oii U3 ykasanueix B rpymie [Lb core auth] wunasentaporo daiina. B
orBet nospkeH npuidty ko HTTP 200 u JSON, onuchIBarOIINE TEKYITyI0 peBu3uio, 6o kop onmbku 400 u JSON,
COJIEp>KAIIHi COOOITeHNe C OTTMCAHUEeM OITHUOKU:

curl -s 'http://<SS0 VIP>:8888/api/manage/cdn/upload' -F
‘file=@cdn bundle.tar.gz'

nin

curl -sk 'https://<SS0 VIP>:8443/api/manage/cdn/upload’ -F
‘file=@cdn bundle.tar.gz'

HpI/IMep YyCrienrHoro orBeTa:

{"message": "CDN bundle uploaded and installed as revision 1","success"
:"true"}

[Tpumep ommbku 1pu 3arpyske H6aHasa:

{"message":"CDN bundle installation error: can't open manifest
(cdn bundle.json is missing?)","success":"false"}

Bo Bpewmst 3arpysku ofiuH 13 pabourx mporieccoB (worker) Nginx Moxer 6bITh Ha HEKOTOPOE BpeMsl 3a0I0KUpPOBaH.
[Tocsie 3arpysku mpowusoiiyieT pectapt pabounx mporeccoB Nginx, u HoBast koHduryparus CDN Oymer mpumeneHa
(3TO MOJKeT 3aHATH GOJBIIIOE BpeMsl Ha KilacTepe, eClik OyIyT mepe3arpyskarbcst cepBuchl Core). [[pOKOHTPOIMPOBAThH
3arpysky OaHmia MoxkHo 1o anpecy https://auth.<DOMAIN NAME>/config (wm https://auth-
<DOMAIN ENV>.<DOMAIN NAME>/config), myrem ananusa JSON oGbekra CDN B orsere. OGbekr CDN
COJIEPXKHUT CIIelHabHBIA 06beKT VEersions, BKIoYaloNumii aHHbe B Bujge <Bepcus OaHpna> : <HoMep
peBn3nn>,
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10. TomostHUTEIHLHBIE BO3MOXKHOCTH H
PeKOMeH/Ialluy 110 YCTAaHOBKe

10.1. HacTpoiika MOHUTOPUHIA COCTOSTHUSA

He IoAAep>KUBaeTCs B JdHHOM peJIri3e.

10.2. Tuarnocruka cocrosuuda nmoacucrem CO

10.2.1. Coop cBenenuii 060pyroBaHus

Hneﬁ6y1< JJI1 IEeHTPaJIM30BAaHHOT'O c6opa JAHHBIX O XOCTAaX MHCTAJIJIAIINHA.
ansible-playbook -i inventory/<inventory path> hardware-report.yml [-b]

[Tocre BeiTONTHEHUsT co3faercs dain hardware-report-<timestamp>.json B TekyIei qupekTopun. IToT daiin B ¢pop-
mate JSON copepxut mHbOpMAaIMIO 0 XOCTe orepaTopa (OTKy[a MPOU3BOIUTCS JIETJION) W BCeX XOCTaxX WHCTaJLIs-
1My, OTa uHbOpMaIs BKJIIOUaeT B cebsl JaHHbIe O IMPOIleccope, MaMsITH, JIMCKe, CeTeBOM MHTepdeiice, a Takke O
BepCUH JIoKepa. 3allycKaTh 3TOT ClleHapUi MOXKHO Kak 10, Tak U nociie femios CO. [lomyyennslit aiin MoxHO nepe-
JaTh ci1y>x0e TexHudeckod nopnepxku (cmorpu Ilpuinoxkenne 11).

10.2.2. ImarHocTHKa COCTOSTHMS NGinx

[TpoBepka craryca pabotsl mogcuctem Auth/SSO u Core ocyiecTBisieTcs 1o ajipecam:

* http://<nokanbHbii-agpec-cepepa>:8888/api/manage/core/status, mapamerp "all" B
oTBeTe JoyLKeH ObITh paBeH cTpoke " OK".

* http://<nokanbHbii-agpec-cepBepa>:8888/api/manage/docs/status
[IpoBepka Teky1mei KOHPUTYPAIIUU OCYIIIeCTBIISIeTCS TI0 aJ[pecy:
* http://<nokanbHbIA-anpec-cepBepa>:8888/api/manage/config

I[TpocmoTp JoroB HocTtyma u omubok cuctembl Auth/SSO (B ciryyae orcyTcTBUs cepiepa ¢ ponbio [ L0g]) ocymects-
JISIETCsI TIO afjpecam:

* http://<nokanbHbIii-afgpec-cepsepa>:8888/api/manage/logs/error
* http://<nokanbHbIii-afgpec-cepBepa>:8888/api/manage/logs/access

* http://<nokanbHbIii-afgpec-cepBepa>:8888/api/manage/logs/access_full

[TpocMoOTp crmMcKa aKTHBHBIX CECCHH W 3aJIOTMHEeHHBIX Tojb3oBaresied mojcuctemsl Auth/SSO ocyrectsisiercst o
ajzipecam:

* http://<nokanbHbii-appec-cepBepa>:8888/api/manage/sessions

* http://<nokanbHbin-agpec-cepBepa>:8888/api/manage/users

Anpec cepsepa 6epercst Jir060ii U3 ykazaHHbIx B rpymme [ Lb core auth] uusenrapuoro daiina.

JIOKAJIbHBIM XOCTOM M BHYTPEHHHMH (IIPUBaTHBIMH) CETSIMU C ajipecaMu 1o cranaapty RFC1918.

o [To coobpakenusiMm 6e30MaCHOCTH JIOCTYN K JIAaHHOMY IIOPTy OrpaHWYeH Ha cTtopoHe Nginx
Kareropruecku 3anperniaeTcst OTKpLIBaTh AOCTYT K HEMY U3 MYOIMIHBIX CEeTeH.
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10.2.3. Inarnoctuka cocrossuus Isyncd

<r> JlaHHBIN pa3es MPUMEeHUM TOJIBKO Ul KJIACTePHOTO PeXkrMa WHCTAJULIIUHU (B OJHOCEpPBepHOM
w koHurypanuu Isyncd He ucmonb3yercs).

[TpoBepuTh yCHenHOCTh CHHXPOHU3AIMKA MOXHO B JioT ¢aitiie. Ero MecToHaxoXeHue ykazaHO B daiiie KoHpUrypa-
man /etc/lsyncd.conf (mo ymomuanuro /opt/co/lsyncd/logs/Lsyncd. log). Jlemon lIsyncd momken
ObITh 3amyineH Ha Bcex y3nmax ¢ pomeio [ Lb core auth], npoBepurh ero craryc MOXHO MpU TMOMOIIH
systemctl status lsyncd.

10.2.4. Ilnarnocruka cocrosinusa rabbitmq

[TpoBepka craryca odepeneid coobieHnii ocyinecTsisiercss depe3 Web wnTepderic RabbitMQ mo ampecy
http://<nokanbHeln-agpec-cepBepa>: 15672 ¢ ucnonb3oBaHWeM JIOTMHA M IapoJis, HACTPOEHHBIX B Pas-

nere 5.5. Asipec cepepa Gepercs j060¥ U3 yKasaHHBIX B rpymme [M(] uaBentapHoro daiina. [Ipu Heo6XonumMocTH
MMeeTCsT BOBMOXKHOCTh TIPOBEPUTh COCTosiHMe Kiactepa RabbitMQ, cosmath wnm ypmanuTh odepeib OOMeHa WITH
OTHeJIbHbIe COODIIeHUS.

[TpoBepuTh ycrienHO HacTpoeHHyIo defaeparyio rabbitmq mMoxxHo, obparuBiuck B Beb6 nntepderic rabbitmq CO 1o
agpecy http://<nokanbHbin-apgpec-cepBepa>:15672/#/federation

[Tocme xaxxmoro gerwios, peneruiosi, pecrapta 4actu PGS, wiu CO Heobxomumo mpoBeputh, uTto RabbitMQ B PGS
“MeeT BUPTYaIbHBIM XOCT C uMeHeM "co". Eciiu Takoro vhost HeT, To ero Hy>KHO co37aTh B agmMuHKe Rabbit UL [lns
JIOCTyTIa B aJ]MMHKY HCIIOJIb3yHTe JOMEHHOe WUMs yKasbiBarolliee Ha cepep PGS, momenHoe umsi popMupyercs Ha
0aze 3aperucTpUpOBaHHOIrO JIoMeHa WHCTawisanud «MoiOduc Xpauwnuiie». (cMm. [lokymentanuio PGS) u mopt
15673: http://pgs-<ENV>.<DEFAULT DOMAIN>:15673. B kauecTBe JIOTMHA ¥ TApOJisi UCIOJL3YIOTCS 3Ha-
uenus nepemennbix PGS RABBITMQ USERNAME u PGS RABBITMQ PASSWORD, ommicanuble panee B daiiie
private.yml.

XOCTOM ¥ BHYTPeHHHUMH (IIPUBAaTHBIMU) CETSIMU C afipecamu 1o ctanaapty RFC1918. Kareropuye-

o ITo COOﬁpa)KEHI/ISIM 6e30macHOCTH JAOCTYII K IdHHOMY IIOPTY JOJIXKEeH OBLITH OrpaHrY€eH JIOKaJIbHbIM
CKHU 3alipeniaeTcsa OTKPbIBATb NOCTYII K HEMY M3 HY6JII/I‘~IHbIX CeTemu.

10.2.5. Inarnoctuka cocrossuus haproxy

ITpoBepka craryca cepBuca haproxy (IOoCTymHOCTb OeKeHJOB, CTATHCTHKA IIOAKIIIOUEHHI) OCYIIeCTBIIsSeTCs depe3
Web unTtepderic HAProxy mo agpecam:

* http://<nokanbHbii-appec-cepBepa>:8889/api/manage/stats, hitp coenuuenus

* http://<nokanbHbin-agpec-cepBepa>:8890/api/manage/stats, tcp coenunenns

I[OCTYH OCyHIeCTBJIIeTCA C UCII0JIb30BAHKWEM JIOTWHA U I1apOJisd, HACTPOEHHLIX B pasfese 5.5.

Anpec cepsepa 6epercst ir060ii U3 ykasaHHbIX B rpynmax [ Lb core auth], [core *] umBenrapuoro ¢aita.
[To coobpaxkeHusiM 6e3011aCHOCTH AOCTYII K IAHHOMY IIOPTY AOJDKEeH OBbITh OrpaHUYeH JIOKAJIbHBIM
o XOCTOM ¥ BHYTPeHHHUMH (IIPUBATHBIMU) CETSIMU C ajipecamu 1o ctanaapty RFC1918. Kareropuye-

CKH 3alipeniaeTcqa OTKPbIBATb NOCTYII K HEMY M3 HYGJII/I'-IHI)IX CeTemu.
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11. Texuuueckas nmojmepKKa

KonrakrHas nHdopmanus Ciry>k0bl TeXHUYECKOMN II0IepKKU
00O «HoBbie obnmauHbIe TEXHOJIOTUN» B CIydae BO3HUKHOBEHHS! BOIIPOCOB, He OITMCAHHBIX B JAHHOM PYKOBOICTBE:
Anpec 3nekTpoHHOU mouThl: support@service.myoffice.ru Tenedon: 8-800-222-1-888.

11.1. CucreMHEBIe coO0IICHUA

11.2. I3BecTHBIE IPO0/IEMBI M CIIOCOOBI peleHHs:

- Jlna mprMeHeHMs IaTya PeKOMeH/yeTCs MCIoib30oBath KoManay patch -pl < patchfile
O 13 KOPHEeBOH JTUPeKTOPUM IUIeHOyKOB, MO0 BHECTH W3MEHEeHUsI BPYYHYIO B HY>KHBIN ¢aiin (daii-
-
JIBI).

11.2.1. IIpo6sieMsl, BBI3BaHHBIE ONIHOKAMHU a/L/TIOKaTOpa maMATH sapa Linux
OmnucaHue mpoodieMbI

[Tpobnema xapakTepHa TosIbKo /s siiep Linux Bepcuit 3.x, muis simep >= 4.4 npobieMa He BOCIIPO-
o W3BOJIUATCSL. s 0OHOBJIEHMUSL saapa MOJKHO HCII0JIb30BaTh rapameTp -e
UPGRADE KERNEL=true npu memnoe.

B HekoTOpBIX Cilydasix B mporecce paboThl MHCTAULIIIMKA MOTYT HAGIIONAThCs CIIOHTaHHBIe cbou 3amycka Docker
KOHTelHepoB. [l mosb30BaTes 3TO dallle BCEro IPOSIBISIeTCS B HEBO3MOXXHOCTU CKOHBEPTHPOBATb WJIM OTKPLITH
JIoKyMeHT. MoHuTOpUHT AoctynHou (available) mamsTu mokassiBaeT Gosbiive 3HadeHust, oT 2 ['6 u Gosee, pu 3ToM
BelMuMHA 3akermupoBaHHoM (buff/cache) mamsTy cpaBHWMMa, WM TIpeBBIIaeT 3HauYeHWe JOCTYMHOW. B cucremMHOM
JKypHaJIe TOABJIAIOTCS pasHble OIUOKY ajutoKaTopa namath, Hanpumep page allocation failure, running
exec setns process for init caused \"exit status 34\",Unable to create nf conn
slab cache u gpyrue.

Penrenue

[TonmHOTIEHHOE perieHre TPO6IeMbl Ha JIAHHBIM MOMeHT He u3BecTHO. CyIecTBYIOT OTAeNbHble THKeThl Ha Docker,
OTIMCHIBAIOIIMe TTOXOXKHe Tpobsemsl, Haripumep https://github.com/moby/moby/issues/31037 Onucanue qUarHOCTUKU
npusenieHo B http://www.lijiaocn.com/%E9%97%AE%EY%A2%98/2017/11/13/problem-unable-create-nf-conn.html
BosmoxkHubI# 6ar sipa onmuca B https://bugzilla.redhat.com/show bug.cgi?id=1401012

B ciywae nuarHoctupoBanust mofgo6HOM TPo6IeMbl PeKOMeHIyeTCs CliepBa IPUMEeHUTh CIIeYIOIYI0 KOMaHy:

sync && echo 2 > /proc/sys/vm/drop caches

B Ciiy4dae JaJIbHEHIIIero IMPOSBJIEHUA dHAJIOTUIHBIX OIIHNOOK PeKoMeHyeTCs Iepe3arpys3ka BHpTya)'IbHOfI MaAIIHUHBI.

11.2.2. IIpobJsieMa pu yCTaHOBKe HA HOJBI C OTPAaHHYEHHBIMH pecypcaMu

OmnucaHue npoodieMbl
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TASK [bundles-upload : Show failed uploads]

3k 3k 3k 5k 3k 5k >k 5k >k 3k >k 3k 3k 3k 5k 3k 5k 3k 5k 3k 3k >k 3k >k 3k 3k 3k 5k >k 5k >k 5k 3k 5k >k 3k >k 3k >k 3k 5k 3k 5k 3k 5k >k 5k >k 3k >k >k >k >k 5k >k 5k >k 5k >k 5k >k 5k >k >k >k >k >k >k 5k >k >k %k
3k 3k 3k 5k 3k 5k >k 3k >k >k 3k >k >k >k 3k >k 5k >k 5k >k 5k >k Sk >k 3k 3k >k ok >k ok >k ok >k >k

task path: /root/install co 2021.01/roles/bundles-
upload/tasks/main.yml:119

fatal: FAILED! =>

msg:

- -

-1 --- Could not find or access '/root/.ansible/tmp/ansible-tmp-
1615902121.7462332-9800-36130470129979/myoffice.20.0.6.393.tgz' on the
Ansible Controller.

If you are using a module and expect the file to exist on the remote,
see the remote src option

_|_

-1 --- Could not find or access '/root/.ansible/tmp/ansible-tmp-
1615902169.396169-10219-252985504775064/ss0-app-20.0.6.19-branding-
myoffice.tar.gz' on the Ansible Controller.

If you are using a module and expect the file to exist on the remote,
see the remote src option

OHna sBmsieTCsl CeJICTBHEM 3arpy>KeHHOCTH HOJI, COBMeIAIoIIMX CBOIO POJib C pojibi0 KiacTepa Etcd, Tak kak 1o
YMOJIYAHHIO aKTMBHAs 4acThb kiacrepa Etcd passopaurBaercs Ha Hofax c posbio [MQ].

Pemenue
Pexomennyemoe perienue — BoiieuTh 1of1 Etcd oTnenbHbIe 3 HOBI CIIeAyIOIell MUHUMAIbHOM KOHQUTypaIin:

* 2vCPU.
* 2Gb RAM.

Jlanee ckoHQUTYPUPOBATh MHBEHTOPU- AN

all:
children:
etcd:
hosts:
X.X.X.1:
X.X.X.2:
X.X.X.3:

[Tosroputs memwion (c - CLEANUP=true).

[TpoBepurts fucku Ha coBMecTUMOCTS C etcd. Bocnone3ayiitecs yrunutoi ot RedHat:

docker run --volume /var/lib/etcd:/var/lib/etcd:Z quay.io/openshift-
scale/etcd-perf
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[Tocne 3aBeplIeHuns pa6OTbI OHa BbIJAd€T CTATUCTHUKY U IMOAXOOUWT JIM XOCT JIA pa6OTbI c etcd:

99th percentile of fsync is 6389760 ns
99th percentile of the fsync is within the recommended threshold - 10
ms, the disk can be used to host etcd

J1OTIOTHUTEILbHBIM pellleHMeM MOXeT CTarb IIOJHATHe TaiumayTa etcd B HneﬁGyKax JI0 Jenyiosl YBeJIMYMB 3HAYeHUe
etcd.connection.timeout B ¢aine roles/auth/templates/apps/wfe.properties. j2 ua 6omb-
11ee.
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12. IIpunoxenue 1. lonostHuTE IBHBIE OIIIUA U
IapaMeTphl pa3BépThIBaHUS

JlononHuTeNbHble ONLMU M IapaMeTphbl Pa3BEPTHIBAHUSI MOXKHO IIOMeCTUTh B ¢ail mapamerpoB B ¢opmare yml
(cmotpu pasgensl 5.1, 5.3). Taxke BO3MOXHO yKa3aTb JJOIIOJIHUTeJIbHbIE apIyMEeHTHI IIPY 3allyCke CKPUIITa pa3BepThl-
BaHUS B KOMaHJTHOU CTpOKe (CMOTpH pa3zers 6.1, 6.2):

-e OPTIONl=valuel -e OPTION2=value2

Onmuy, ykazaHHbIE B KOMaH/IHOM CTPOKe, UMEIOT HaWBBICIINN IPUOPUTET U I1epeKphIBAIOT 3Have-
HHSI OTHOMMEHHBIX OmIui (cBoWcTB) B yml darinax.

Bessie B Tabuiie "¢iar” ozxadaer Talse= puikioyenue, T rue= BriroueHHe yKa3aHHOM OITIIUH.
o 3HaueHHs [0 YMOJIYAHHUIO, pas/ieJieHHbIe /, TI0KA3bIBAIOT PasHble 3HAYeHHUsl JUls OHOCEepPBEpHOIO
peXxrMa | JIJIst Kitacrepa.

Tabnuna 1. OcHoBHBIE TapaMeTpbl pa3BepThIBaHUS U IOIIOJIHUTEJIbHbIE OIIUH.

WNmsa napamerpa O6s3a- 3mauenne mo OmnHcaHHe MapaMeTpa, BO3MOMKHBIE 3HAYEHHUsI ¥ Orpa-
TeJIeH  YMOJTYAHHI0 HHYEHHS

ADMIN BASE URL HeT HeT [Tepeonipenensier nomubii URL nipuioskeHus: agMuHU-
crparopa tenanta Admin B /config

ANALYTICS ENABLED HeT true @r1ar BKIIFOYEHUS TIOCBUIKYA COOOIEHHI aHAIIUTUKH B
Fluentd areHT (J10KaIBHO)

AUTH_AD HeT false ®rar BrmtoueHus pexxuma unterparuu PGS ¢ AD (u3me-
user UI/UX B SSO)

AUTH ENCRYPTION IV noa HeT BexkTop nHumanusanuu anroputma AES-256-CBC,
WCI0JIb3yeMoro IS mudpoBaHus mail session TokeHa

AUTH ENCRYPTION KEY pa HeT Cexpernbiii kiro4 anropurma AES-256-CBC, ncnonb3sye-
Moro yis mudpoBaHus mail session TokeHa

AUTH ENCRYPTION SALT pa HeT Conb 118t TaHHBIX, TlepeiaBaeMbIx B anroput™m AES-256-
CBC, ucnonb3yembii 171 mmdpoBanys mail session
TOKeHa

AUTH LDAP HeT false ®rar Brimrouenus pexkuma unTerparuu SSO ¢ LDAP (u3-

mensier UI/UX B SSO, aBTopusyet yepe3 LDAP u
co3maet nosib3oBaresieit B PGS)

AUTH PREFIX HeT auth Wwms BupTyanbpHOTO X0CTa B KoHuUryparuu Nginx B Buje
~~${AUTH PREFIX}.*$ (takxke yuursiBaercs B URL
Auth/SSO B /config)

BRANDING oa myoffice  Boibop umenu 6penayHra U3 BKIIOYEHHOTO B JAHHBIM

nuctpubyTyB. [lapamerp npuBesiéH Jis CIIPaBKH, ero
3HaYeHVe U3MeHsITh 3allpelleHo!

CDN_PREFIX HeT cdn Hms BupTyanbHOIo xocTa B koHdurypauuu Nginx B Buzie
~~${CDN PREFIX}.*$ (taxxe yuurbiaercs B URL
CDN B /config)
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Nmsa napamerpa

CDN_RELEASE HASH

CHATBOT LOG LEVEL

CHATBOT MAX_MEM

CHATBOT NODEJS OPTS

COAPI _HTTP_SOCKET TIM
EOUT MILLIS

CHECK_ENVIRONMENT

COAPI PREFIX

CORS_ALLOWED HEADERS

CORS_ALLOWED ORIGINS

CO DIR

CO_ES DIR

CPUS_ALLOWED DU

CPU_ALLOWED COEF

CPU_SHARES

CPU_SHARES DU
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Oo0s3a-
TeJIeH

na

HeT

HeT

HeT

HeT

HEeT

HeT

HeT

HeT

HeT

HeT

HeT

HeT

HeT

HeT

3unauyenne mo OmnucaHMe mapaMeTpa, BO3MOKHbIE 3HAYEHHS U Orpa-

YMOJITYaHHIO

HEeT

info

512mb

true

coapi

[]

[]

/opt/co

/opt/es

0.8/0.5

0.8/1.0

900/800

512/800

HHAYEeHUA

Omnpenensier yacte URL B CDN pyist mpenTudukanmm
JIAHHOTO peJini3a

Yposens norupoBanus cepsrca Chatbot. Mcnionb3yemble
snasenus: debug (makcumym), info, warning,
error (MuHuUMyM)

KonmuecTBo mamsitu, moctymHoi cepeucy Chatbot, yka-
3aHHBIX e[UHUII TIAMSITH.

Homnomuutensabie onmuu Node.js cepBuca Chatbot, pexo-
MeHJIyeTcsl 3HaueHue - -optimize for size mus
MHCTAJUISINMA, OrPAHUYEHHBIX 110 TAMSTH Ha CepBepax u3
cexmuu [ chatbot]

TaiimayT coenunenus ¢ cepsrucom COAPI yepe3
HAPROXY, ecnu oripesiesieH ¥ MeHbllle 3HaUeHHs
HAPROXY HTTP TIMEOUT MILLIS

®drar BKITFOUEHHSI TPOBEPKH BAJTUTHOCTHA OKPY>KEHHSI
(Hy>KHOTO KOJIMYeCTBa CEPBepOB OIpe/ieJIeHHbIX POJieH,
Bepcum Ansible, virtualenv)

WM BupTyanpHOTO X0CTa B KOH$Urypanuu Nginx B Buse
~~${COAPI PREFIX}.*$ (Takke yIuTHIBAETCS B
URL COAPI 8 /config)

Crucok gononmuutenbHbix HTTP 3aronoBkoB, KoTopbie
MOXKHO TIepesiaBaTh Ha cepsep 1pu XHR 3armpoce Be6
npusniokeHui mpu oMoy CORS, po6aBmnsieTcst Kk CUCKY
3arojioBka Access-Control-Allow-Headers

CnmCcoK JIOMOTHUTENIBHBIX Origin, K KOTOPBIM pa3pelieHb
XHR zanpocsr Be6 mputoxkenutt mpu momormu CORS,
IIpY BaJIMJTHOM 3aIIpOCe Origin BepHeTCs B 3ar0JIOBKe
Access-Control-Allow-Origin

AGCOIOTHBIN My Th K TUPEKTOPUH UHCTAIIISAINA (3KCITe-
pUMEHTaIbHO)

A6comoTHbIH yTh K qupekTopun ElasticSearch, e xpa-
HSTCS HH/IeKCUPYeMBble JIOTH (AMPeKTOPHS He OYHIIAeTCs
npu -€ CLEANUP=true)

Orpannyenusi pecypcoB Iporieccopa ajis rpoiiecco DU
B Docker xonTetinepe

Orpanuyenus pecypcoB mporieccopa Jiist ceppucoB CO B
Docker konretinepax

Orpannyenus pecypcoB mpolieccopa st ceppucoB CO B
Docker konretinepax

Orpanunvenusi pecypcoB Iporieccopa ajis rpoiiecco DU
B Docker xonTetinepe


https://developer.mozilla.org/en-US/docs/Glossary/origin
https://docs.docker.com/config/containers/resource_constraints
https://docs.docker.com/config/containers/resource_constraints
https://docs.docker.com/config/containers/resource_constraints
https://docs.docker.com/config/containers/resource_constraints

Nmsa napamerpa

CRYPTO PRO LICENSE

CSP_ALLOWED FRAME_ANC
ESTORS

CU LOG LEVEL

CU_POOL SIZE

CVM DBG_PORT

CVM_HEAP

CVM_HTTP_SOCKET TIMEO
UT MILLIS

CVM_MAX CONSUMER NUM

DCM_DBG_PORT

DCM_HEAP

DCM MAX_ LA MULTIPLICA
TOR

DCM_MAX_ RAM MULTIPLIC
ATOR

DCM_STATE UPDATE INTE
RVAL MILLIS

DEPLOY CHECK TIMEOUT

DEPLOY TYPE

DEV_CORE

DEV_MODE

Oo0s3a-
TeJIeH

HeT

HeT

HeT

HEeT

HEeT

HEeT

HEeT

HeT

HEeT

HEeT

HEeT

HeT

HeT

HeT

HeT

HeT

HeT

3unauyenne mo OmnucaHMe mapaMeTpa, BO3MOKHbIE 3HAYEHHS U Orpa-
YMOTYAHHIO HHYEHHS

[]

info

10

9003

512m

9004

512m

2/4

0.1/0.01

5000

300

HeT

false

false

JInnensus "KpumrolIlpo CSP" B city4ae ucnonb3oBaHust
nuctpubyrtusa ¢ noguepxkor 'OCT mmmdposanus

CIHCOK JIOTIONTHUTENIBHBIX XOCTOB, C KOTOPBIX JIOMTYyCTHMO
OTKPBIBATh TPUJIO’KeHKE Bbioepa B iframe ripu momoru
CSP, nob6asnsercs k cnucky frame-ancestors 3arojioBka
Content-Security-Policy

Ypogsens sorupoBanus nporecca CU (KkoHBepTopa JJOKY-
MeHTOB). JlomycTtumble 3Hadenus: Trace (Makcumym),
debug, info,warn, error, fatal (Muaumym) nwm
none (oTkJItoYeHue JIOTUPOBAHNS)

Paamep nysima CU Ha cepBepax B cexruu [ core cvm]

[Topt JVM myist otnagxku CVM 1ipu BKITFOUEHHOM
DEV_CORE, Tonbko miist pazpaborku!

Pazmep namstu (xuna JVM) cepsuca CVM

TaiimayT coenunenus ¢ ceppucom CVM dvepes
HAPROXY, ecnu orpesiesieH U MeHbllle 3HaUeHHs
HAPROXY HTTP TIMEOUT MILLIS

KonuyecTtBo koHCchbioMepoB CVM (BnusieT Ha KOJIUYeCTBO
nporieccoB CU, 110 yMOJTYaHHIO paBHO YUCITY AOCTYITHBIX
vCPU)

[Mopt JVM nuist otnagku DCM 1nipu BKITFOU€HHOM
DEV_CORE, Tonbko ajist pazpabotku!

Pasmep namstu (xumna JVM) cepsuca DCM

Koaddurument Berauciienus Beca DCM nnist 6anancu-
poBkH 110 load average

Koaddurument Berumcienus Beca DCM nnist 6anancu-
POBKU 110 06B6EMY NOCTYIIHOM aMSTH

Hnrepsan o6HoBnenust cocrosiaus DCM/DU B Redis B
MWUTHCEKYH/IaX, UCIIOJb3yeTcs B Nginx [yis momydeHus
uHdopManyu o 6amaHCUPOBKe CEPBUCOB

Bpems TatimayTa okujlaHUY OTiepalriyi Ipy Jerioe B
CeKyHJlaX, TakKe TaiMayT pecTapTa CepBHUCOB B BOTY/I0-
rax

Tun passeproiBanug (CLluster wm standalone);
€CJIM 3HaYeHNe He 3afaHO, THII OIpeJesisieTcs 10 Kolrude-
CTBY y370B ¢ posbio M( (1: standalone, 2 u 6osee:
cluster)

drar BKITIOUEHHUS peskuMa pa3paboTKU CepBEePHBIX KOM-
noHent CVM/DCM/JOD/FM/NM

®rar BKITIOUEHHS ITI06aJIbHOTO pekuMa pa3paboTKy
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Nmsa napamerpa

DEV_NGINX

DEV_NGINX REVISION

DEV_PREGEN

DEV WFE

DEV WTE

DNS SERVERS

DOCKER MTU SIZE

DOCKER REGISTRY

DOCKER STORAGE DRIVER

DOCS PREFIX

DOMAIN_ NAME

DOMAIN ENV

DOWNLOAD DISABLED

DU LOG LEVEL

DU MAX TIME FOR INACT
IVE COLLABORATOR MINS
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Oo0s3a-

TeJIeH

HeT

HeT

HeT

HeT

HeT

HeT

HeT

na

HeT

HeT

na

HeT

HEeT

HEeT

HEeT

3unauyenne mo OmnucaHMe mapaMeTpa, BO3MOKHbIE 3HAYEHHS U Orpa-

YMOJITYaHHIO

false

false

false

false

false

[]

1500

HeT

overlay

docs

HET

HET

false

info

180

HHAYEeHUA

®diar BKIIIOUEHUSI peskrMa pa3paboTKy CepBepHbIX KOM-
noHeHT Nginx

bBpany, Ter unu peBusus kofga Nginx B pexxviMe paspa-
6otku DEV_NGINX

®driar BKIIIOUEHUSI peskrMa pa3paboTKy CepBepHbIX KOM-
noHeHT Pregen

@riar BKITIOUEHUS PeXKMa Pa3pabOTKU CepBePHBIX KOM-
none"Ht WFE

@riar BKITIOUEHUS PeXKrMa Pa3pabOTKU CepBePHBIX KOM-
noneHT WTE

Crucok U3 ip ajpecoB (1o 3-x) Ay MoardrKauu ¢aiia
/etc/resolv.conf (ucnombsyercs nupexTuBa
nameserver)

Paszmep MTU cereBoro mocra jijist Docker

Wwms npusatno#t Docker Registry, ncnonbszyemoit maiis
MHCTA/UISIIMM. [10 yMOT4aHUIO KOHTeHEePbI UCIIOJb3YIOT
"dockreg.ncloudtech.ru”

YcrporicTBo xpaHenus iyt Docker, o ymon4anuio
overlay mpu siipax < 4.X, overlay2 B POTHBHOM CITydae.

Hms BupTyanbHOro xocra B koHdurypauuu Nginx B Buzie
~~${DOCS PREFIX}.*$ (rakxe yuutsiBaercs B URL
penakropos B / config)

Brib6op nmenu 6a30Boro jjoMeHa MHCTAIIISINH, 2-TO
VPOBHSI WIH HIDKe, 6e3 TOUKY B HayaJle WK B KOHIIe

Bri6op "oxpyxenus" jomeHa MHCTaIUIsIIMKM. Ecimu mapa-
MeTp oIpejiesieH, TO 106aBisieTcs Kak cybUKC 1nocie
MMeHH BUPTYaJIbHOTO XOCTa depe3 iepuc

®driar BKIIIOUEHUSI OIIIUK OTKJIFOUeHHsI BOBMOXXHOCTH CKa-
YMBAHUS JOKYMEHTOB B I10JIb30BaTeJIbCKOM UHTepdelice

Yposens sorupoBanus nporecca DU (penakropa-kosuia-
6oparopa nokymeHToB). JlomycTrMble 3Haduenus:: trace
(makcumym), debug, info,warn, error, fatal
(MuHEMYM) Ui NONE (OTKITIOUYeHHe JIOTUPOBAHKS)

Bpewms1, 1o ucTedeHrH KOTOPOTO MOJThb30BaTeNN, OTKPBIB-
e ¢aiiyl Ha pefJakTUPOBaHKe, OyyT OTKIIIOYeHbI OT
PeIaKTHpyeMoro IOKyMeHTa B CIydae ux 6e3neicTBusl.



Nmsa napamerpa

DU_POOL_SIZE MAX

DU POOL_SIZE MIN

ERLANG_COOKIE

ESIA PROD AC URL

Oo0s3a-
TeJIeH

HeT

HeT

na

HeT

3unauyenne mo OmnucaHMe mapaMeTpa, BO3MOKHbIE 3HAYEHHS U Orpa-

YMOJITYaHHIO

400

100

HeT
https://e
sia.gosus
lugi.ru/
aas/
oauth2/ac

HHAYEeHUA

He ucnons3syercs B ciyqae SDD DU ENABLED=true.
WHaue, MakcuManbHbIN T0MycTUMbIN padmep nyina DU Ha
cepBepax B ceknuu [core _dcm].

J1J1s u3MeHeHust 3TOTO 3HAYEHUS MOCIIe JerJios Clielyer
ucnonb3oBark Etcd kiroa /nct/co/<release-
version>/config/dcm/docker.duPoolSizeM
ax.

3HavyeHHe 3TOTO TTapaMeTpa JIOJDKHO TIPEeBHIIATh 3Have-
e DU POOL SIZE MIN (Etcd rou
/nct/co/<release-
version>/config/dcm/docker.duPoolSize)
He MeHee, yeM Ha 10 (umm ¢akTudeckoro 3HaueHus Etcd
wiroda /nct/co/<release-
version>/config/dcm/docker.countOfDuTo
BeStartedAdditionally).

Pasmep myia DU B ciygae SDD DU ENABLED=true
Ha cepBepax B cekimu [core _dcm]

WM HaYaJIbHBIN pa3mep mysia DU B poTUBHOM CiTy4ae
(ipu aTOM

MaKkcuMaiibHoe KoimrdectBo DU orpaHudrBaeTcst aBToMa-
THUYeCKU ):[OCTyHHOfI IIaMsITbIO
/proc/meminfo:MemAvailable, merpuxoit LA u
snauennem DU POOL SIZE MAX).

H3MeHsITH 3TO 3HaYeHHe B OOJIBIITYIO CTOPOHY peKOMeH-
IyeTcst IOCIe 3aBepIlleHrsl YCTAaHOBKY, TaK KakK 3aIlyCK
DU BbI3bIBaeT 60JIbIITYIO0 HATPY3KY.

J1J1s1 i3MeHeHusT 3TOT0 3HaYeHHs TIOCIIe JIETITIOsN C

SDD DU ENABLED=true cnenyer ucnomb3oBars Etcd
wnod /nct/co/<release-
version>/config/nps-du/du.PoolSize,

w kod /nct/co/<release-
version>/config/dcm/docker.duPoolSizes
MIPOTHUBHOM CITy4ae.

Paznensembiii cekper jijist B3aumopedcTBus Erlang mpo-
1eccoB B kiactepe RabbitMQ (andaButHo-tmdposas
cTpoka B kojupoBke Latinl o 255 cumBonos). MaCTpY-
MEHTBHI YIIpaBJieHHs KOHUTypaliiel 1 OpKeCTpaluy KOH-
TeHHEepOB JIOJKHBI yOEIUTHCS, YTO KaXKIbIH KOHTeHHEeD
y3na RabbitMQ B kiractepe ucronb3yeT OfHO U TO e
3HadeHue. Hampumep:
"DSIFUHDISFLEWWELKBLJIB98273489237941".
[Tonpo6Hoe omnucaHue COOTBETCTBYIOIIETO ITapaMeTpa
RABBITMQ ERLANG COOKIE moxHo Haiitu B opunu-
aJTbHOM JIOKYMEHTAITMH TI0 Kiiactepu3aruu RabbitMQ
https://www.rabbitmq.com/clustering.html

Apipec nonydenus access code B IPOTYKTHBHOM Cpejie
ECHUA
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https://www.rabbitmq.com/clustering.html
https://www.rabbitmq.com/clustering.html
https://www.rabbitmq.com/clustering.html
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac
https://esia.gosuslugi.ru/aas/oauth2/ac

Nmsa napamerpa

ESIA PROD TE URL

ESIA PROD RS URL

ESIA TEST AC URL

ESIA TEST TE URL

ESIA TEST RS URL

ES HEAP SIZE

ES HOST

ES INDEX RETENTION PE
RIOD DAYS

ES_PORT
ETCD API PREFIX

ETCD BROWSER PASSWORD

ETCD BROWSER PORT
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Oo0s3a-
TeJIeH

HeT

HeT

HEeT

HeT

HeT

HeT

HET

HeT

HEeT

HEeT

na

HEeT

3uaueHue 1o
YMOJIYAHHIO

https://e
sia.gosus
lugi.ru/
aas/
oauth2/te

https://e
sia.gosus
lugi.ru/
rs

https://e
sia-
portall.t
est.gosus
lugi.ru/
aas/
oauth2/ac

https://e
sia-
portall.t
est.gosus
lugi.ru/
aas/
oauth2/te

https://e
sia-
portall.t
est.gosus
lugi.ru/
rs

1g/8¢g

127.0.0.1

120

9200
v2/keys

HeT

8001

Onmncanue napamMerpa, BO3MOKHbIe 3Ha4eHHs U Orpa-
HUYeHUsA

Anpec token exchange B nponykrusHo# cpefie ECUA

Anpec resource server B npogyktuBHou cpeie ECUA

Anpec onyuenust access code B TectoBoi cpene ECUA

Anpec token exchange B TectoBoii cpene ECUA

Anpec resource server B TectoBoii cpeie ECUA

06wém xuma JVM ms ElasticSearch Ha cepBepe ¢ posnbio

[log]
IP-anpec ElasticSearch Ha cepsepe ¢ ponbio [ L0g]

Bpewms xpanenus joroB B ElasticSearch, mueit. Bonee
CTapble WHIEKCHI YAAISIOTCS aBTOMATHIECKH

IP-nopr ElasticSearch ua cepsepe ¢ ponbio [ L0g ]
[Ipeduxc popmupoBanns URL nocryna k kmouam Eted

[Tapons myst aBTOpHU3aruu B BeO npuinokennu Etcd
Browser Ha cepsepe c poibio [ service]

[Topt Beb npunoxenus Etcd Browser Ha cepsepe ¢
ponbio [service]


https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/aas/oauth2/te
https://esia.gosuslugi.ru/rs
https://esia.gosuslugi.ru/rs
https://esia.gosuslugi.ru/rs
https://esia.gosuslugi.ru/rs
https://esia.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/ac
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/aas/oauth2/te
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs
https://esia-portal1.test.gosuslugi.ru/rs

Nmsa napamerpa

ETCD BROWSER USERNAME

ETCD CLIENT PORT

ETCD CO PREFIX

ETCD ELECTION TIMEOUT
ETCD HEARTBEAT INTERV
AL

ETCD INITIAL CLUSTER
TOKEN

ETCD SERVER PORT
EXT FLUENT FORWARD HO
ST

EXT FLUENT FORWARD PO
RT

EXTERNAL CLIPBOARD DI
SABLED

FILES PREFIX

FLUENTD AGENT PORT FO
RWARD

FLUENTD AGENT PORT IN
PUT COMMON HTTP

FLUENTD AGENT PORT IN
PUT_COMMON_SYSLOG

FLUENTD AGENT PORT IN
PUT NGINX ANALYTICS

FLUENTD AGENT PORT IN
PUT NGINX SYSLOG

FLUENTD AGENT PORT IN
PUT NGINX WEB ANALYTI
s
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na
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na
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HEeT
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HeT

HeT

HEeT

HEeT

HEeT
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couser

2379

nct/co

6000

600

etcd-

cluster-1

2380

127.0.0.1

24225

false

files

24224

5180

5140

5160

5185

5165

HHAYEeHUA

[Tonb3oBaTesb Jijis aBTOPU3aniy B Be6 nmpuioxkennu Etcd
Browser Ha cepeepe c ponbio [Sservice]

[P-nopT ximmenTtckoro nporokona (http/https) cepsuca
Etcd

[Ipedukc nepesa kitoueit konpurypanuu CO B Etcd

TatimayT BEIOOpOB Benytiero B kinactepe Etcd, B Musuim-
CeKyHJiax

WHTepBas MoChUIKH 3a1ipoca O JOCTYITHOCTH y371a
(heartbeat) B kimacrepe Etcd, B MusuincekyHgax

Token aBToOOHapy>eHus cepsucos Etcd s ux kiacre-
pu3aIyu

IMopT MpoTOKOJIa MEKCEPBUCHOTO B3auMojiedcTBust (tcp)
B kiactepe Etcd

FQDN wu [P-agpec Fluentd-cepBepa BMecTo 3HaueHust
u3 [ Log] unsenrapnoro daiina

IP-niopr Fluentd-cepsepa BMecTo 3Hauenus u3 [ L0g]
WHBeHTapHOro daiia

®drar BKITFOUEHUSI OTIIIUK OTKITFOUEHHSI BO3MOXXHOCTH
KOTIMPOBAaHUS BO BHeITHUH Oydep obmeHa

Wwms BupTyanpHOTO X0CTa B KOHUryparnuu Nginx B Bujie
~"~${FILES PREFIX}.*$ (Takxe yuurbiBaercs B
URLFM B /config)

[TopT npuiema u popBaparHTa JIOTUPYEMBIX COOOIIEHHI B
dopmare JSON/MsgPack no nporoxosy http Fluentd-a-
reHTa

[Topt npuema norupyemsix coobienuii B popmare JSON
o porokoity http Fluentd-arenra

[TopT npuema JiorupyeMbIx coobIeHnid B hopmare
Syslog o nmpotokomny udp Fluentd-arenTa

[Topr nmprema coobimiennii cepBepHOU aHAUTUKA Nginx
B ¢popmare JSON mo mporokosny udp Fluentd-arenra Ha
cepsepax ¢ ponbio [ Lb core auth]

[Topt npuema siorupyembix coobienuii Nginx B popmare
Syslog o nporokomny udp Fluentd-arenTa Ha cepBepax c
ponsio [Lb core auth]

[Topt npuema coobiienuit Be6 aHamuTUku Nginx B pop-
mate JSON no nporoxony udp Fluentd-arenra Ha cepge-
pax c poreto [ Lb _core auth]
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Nmsa napamerpa

FLUENTD AGENT_PORT_ MO
NITOR

FLUENTD AGENT SYSLOG
FACILITY

FLUENTD SERVER PORT F
ORWARD

FLUENTD SERVER PORT M
ONITOR

FLUENT LOGGING ENABLE
D

FM_DBG_PORT

FM_HEAP

FS API URL

FS APP_ENCRYPTION IV

FS_APP_ENCRYPTION KEY

FS APP_ENCRYPTION SAL
T

FS APP_LOGIN

FS_APP_PASSWORD

FS_APP_URL

FS TOKEN SALT EXT

GCM_AUTHORIZATION KEY
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TeJIeH

HeT

HeT
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HeT
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na

HeT
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24220

local®

24225

24221

false/tru
e

9001

512m

HEeT

HeT

HeT

HeT

HeT

HeT

HeT

HET

HHAYEeHUA

[Hopt monutopunra cocrosiuus Fluentd-arenra (Tosibko
BHyTpH Docker koHTeliHepa)

VYcranoeka (facility) nmpriema JiorupyeMbIx COOOIIEHHUN B
¢dopmare Syslog o nporokosy udp Fluentd-arenTa

[Topt npuiema 1 popBapAVHTa JIOTUPYEeMbIX COOOITIeHUH B
dopmare JSON/MsgPack no mporokoiry http Fluentd-
cepsepa ¢ poinbio [ Log]

[MopT MmoruTOprHTa cocrosinusi Fluentd-cepsepa (Tosbko
sHyTpU Docker kouTeiinepa) c ponbio [ Log]

®driar BKIIIOUEHUS TOCBHUIKU COOOIIEHHUM JIOTUPOBAHHUS B
nokanbHbIN Fluentd-arenT BMecTo stor-daiinon

[Topt JVM miisa otnagku FM nipu BriTto4eHHOM
DEV_CORE, Tonbko i pa3paboTku!

Pazmep namstu (xuna JVM) cepuca FM

URL pocryna x FS API ot cepsepos CO, MoXkeT BKJTIO-

4aTh B cebs 1mopT, 6e3 / B KOHIIe, MOIePKUBAIOTCS
HTTP/HTTPS cxemsbl

Bekrop nnunuanuzanuy anroputma AES-256-CBC,
WCIIO0JIb3YeMOro JIsl IUPPOBAHHUS CeKPETHBIX JJAHHBIX
TEeHaHTOB, nepenaHHbiX Yyepe3 FS App API u coxpaneHn-
Hbix B Etcd (kimiou ceprudukara, mapoins SMTP)

Cexpetsbiii kintod anropurma AES-256-CBC, ucnons3sye-
MOTO I8l MKAGPOBAHUS CEKPETHBIX JaHHBIX TeHAHTOB,
neperaHHbIX yepe3 FS App API u coxpanennsix B Etcd
(xmrou ceprudukara, napoins SMTP)

Conb 115t TaHHBIX, TlepeflaBaeMbIx B aniroput™m AES-256-
CBC, ucnonn3yemsblit jijist ppOBaHUSI CEKPETHBIX JlaH-
HBIX TeHAHTOB, NlepefiaHHbIX Yepe3 FS App API u coxpa-
HenHbIx B Etcd (kimou ceprudukara, napons SMTP)

[Tomasiit moruH (¢ momeHoM) co3manHoro B PGS monb3o-
Barenst FS AppAPI

[Taposs nonb3osarens FS AppAPI, ykaszaHHoro B

FS APP LOGIN. Mocrne 3amycka SSO maposib He MOXKeT
OBITH M3MeHEH!

URL nocryna k FS App API ot cepsepos CO, moxer

BKJIIOYATh B CeOs 1OpT, 6e3 / B KOHIIe, TOIIeP)KABAIOTCS
HTTP/HTTPS cxemebl

Comnb mammkecra TokeHa u3 PGS xoudwura, 3HaueHue

FS TOKEN SALT EXT

Kimrog akkaynra Google Cloud Messaging, ykazaHHOTO B
GCM PROJECT ID


https://docs.fluentd.org/v1.0/articles/monitoring-rest-api
https://docs.fluentd.org/v1.0/articles/monitoring-rest-api

Nmsa napamerpa

GCM _PROJECT ID

GOST ENABLED

GRAFANA DASH PORT

HAPROXY HTTP_TIMEOUT
MILLIS

HAPROXY PASSWORD

HAPROXY PORT_AMQP

HAPROXY PORT COAPI

HAPROXY PORT CVM

HAPROXY PORT NEXTCLOU
D FSAPI

HAPROXY PORT_PREGEN

HAPROXY PORT STATS HT
TP

HAPROXY PORT STATS TC
P

HAPROXY USERNAME

HMS AUTHORIZATION KEY

HMS ENABLED

HMS PROJECT ID

INFLUX ADMIN ENABLED

Oo0s3a-
TeJIeH

HeT

HeT

HEeT

HeT

na

HEeT

HeT

HeT

HeT

HeT

HEeT

HeT

na

HeT

HeT

HeT

HeT

3unauyenne mo OmnucaHMe mapaMeTpa, BO3MOKHbIE 3HAYEHHS U Orpa-
YMOTYAHHIO HHYEHHS

false

3001

90000

HEeT

20002

20005

20004

20003

20001

8889

8890

couser

false

true

Hnentudukarop akkayHnra Google Cloud Messaging,
HCIIOJIb3yeMOT0 IJIsI OTIIPABKY HOTUGHKALNIA MOOUIIb-
HbIM KiieHTaM Android/iOS

®nar srmouenus noggepxky ['OCT mmmdposanus B ciny-
Yyae UCIOJIb30BAHMUS TAaKOTO AUCTPUOYTHUBA

[Topt mambopaa BHyTpeHHel cucTeMbl MOHUTOPHHTA
Grafana (He ycTaHOBJIEHA IO YMOJTYAHHUIO), TOJIBKO JIJISI
pa3pabotku!

OO61wmit TaitimayT coefHenus ¢ ceppucamu CVM,
COAPI, PREGEN uepe3 HAPROXY. Ecnu oH -1, To
UCIIOJTB3YIOTCSI 3HAUEHUS [/l KasKIOTO CepBUCA OTAeNb-
HO.

[laposb ams aBropusanuu B BeO-unTepdeiice HAProxy

[opt npokcupoBanust RabbitMQ Ha cepBepax ¢ posbio
[core *]

[Topt mpokcuposanust COAPI Ha cepBepax ¢ posbio
[core *]

[Topt npokcupoBanust CVM Ha cepBepax C poJibio
[core *]

[Topt mpokcupoBannss NEXTCLOUD (ue ycraHoBieH 1o
YMOJIYaHHMIO) Ha cepBepax C ponbio [core *|]

[Topt npokcuposanust PREGEN Ha cepBepax ¢ posbio
[core *]

[Topr Be6 unTepdetica craructuku HAProxy HTTP
DekeHJI0B Ha cepBepax C posbio [core *]

[Topt Be6 unrepdetica craructuku HAProxy TCP 6eken-
JIOB Ha cepBepax C pojbio [core *]

ITonb3oBaresns /1 aBTOpU3alluK B Beb-UHTepdeiice
HAProxy

Kimrou akkaynTra Huawei Mobile Services, ykazanHoro B
HMS PROJECT ID

®rar BriTIOUeHUs pexxuma uHTerparmu ¢ Huawei Mobile
Services B cepsuce NM

Unentndukarop akkaynta Huawei Mobile Services,
HCIIOJIb3YeMOTO JIJIsl OTTIPAaBKY HOTUPUKAIIAKA MOOUITb-
HbIM kirieHTaM Android

@rar BKIIFOUEHHUS a]MUHUCTPUPOBaHUS 6a3bl COOBITUI
Influx BHyTpeHHe# cucTeMbl MOHUTOPUHTA (HEe yCTaHOB-
JIeHa 110 YMOJTYaHUIO), TOJIBKO ISl pa3paboTku!
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Nmsa napamerpa

INFLUX ADMIN PORT

INFLUX HTTP_PORT

JIRA EMAIL FIELD NAME
JIRA ISSUE TYPE

JIRA PASSWORD

JIRA PROJECT ID

JIRA URL

JIRA USERNAME

JOD DBG_PORT

JOD HEAP

JOD LO INSTANCES

JOD MAX TASKS BEFORE
RESTART

KIBANA PASSWORD
KIBANA USERNAME

LDAP_BASE_DN

LDAP_BIND DN

LDAP BIND PASS

LDAP_ PORT
LDAP_SERVER

LINKS PREFIX
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Oo0s3a-
TeJIeH

HeT

HeT

HEeT

HeT
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8083

8086

9005

512m

200

HeT

couser

HeT

HeT

HeT

HeT

HeT

links

[opT mambopaa amMUHUCTPUPOBaHUs http mpoTokosna
6a3bl cobbITHiM Influx BHYTpeHHElH cUCTeMBI MOHUTO-
puHra (He yCTaHOBJIEHA IO YMOJTYAHHIO), TOJIbKO /ISl pas-
pabotku!

[opt xkimentckoro API http mporokosna 6a3bl cOObITHIN
Influx BHyTpeHHe# cucTeMbl MOHUTOPUHTA (HEe yCTaHOB-
JIeHa 0 YMOJTYaHHUIO), TOJIBKO JJisl pa3paboTku!

Hassanue noss ¢ email B Tukere JIRA
Tun 3aBoguMoro tukera B JIRA

[Taponb nonb3oBarens B JIRA st aBToMaTryeckoro
3aBeJleHUs TUKeTOB

Wnentudukarop npoexra B JIRA fij1s1 aBTOMaTH4deckoro
3aBeJIeHHsI THKEeTOB

URL pocryna k JIRA API

Jlorud nosnb3osaressd B JIRA 119 aBToMaTHYeCKOro 3aBe-
IIeHUs TUKeTOB

[Topt JVM miis otnagku JOD npu BittoueHHOM
DEV_CORE, Tonbko miist pazpaboTku!

Pasmep namsitu (xuna JVM) cepsuca JOD

Konmuectso miporieccos LibreOffice, 3amyckaempix kax-
nbM cepBrcom JOD

MakcuMasbHOe KOJIMYecTBO MpeoOpa3oBaHMiA 0 TIPHUHY-
JuTeTbHOTO Tiepe3artycka mporiecca LibreOffice B JOD.
Ycranoska 3HaueHus 0 WM OTpUIIATEIBLHOTO YHUCTIa YOu-
paet JIMMUT

[Taposs amst apropusanuu B Kibana B oTkpbITOM BHjIe
[Ton3oBaresns s apropusaruu B Kibana

HauanbHblii y3sei gepeBa LDAP ayist noucka nosb3osare-
Jier Tipu aBTopu3anuu 4epe3 SSO

JlorvH 1oIb30BaTeJIs C IPABOM MOMCKA JIJisi aBTOPH3aIIiN
SSO B LDAP cepgepe

[Taposb monb3oBaTesis C IpaBOM MIOKCKA JIJIsl aBTOpU3a-
nuu SSO B LDAP cepsepe

[Topt LDAP cepgepa s SSO (06b14H0 389)
FQDN wu IP agpec LDAP cepsepa st SSO

Hms BupTyanbHOro xocra B koHdurypanuu Nginx B Buzie

~*${LINKS PREFIX}.*$ (Takke yIuThiBaeTCS B
URL Links 8 /config)



Nmsa napamerpa

LOGBACK CO LEVEL

MAIL BASE URL

MAIL INTEGRATION MODE

MESSENGER

NM DBG PORT

NM HEAP

NPS LOG LEVEL

NPS MAX MEM DEFAULT

OPENRESTY LB CORE_AUT
H MNG PORT

OPENRESTY LB CORE_AUT
H MNG_PORT TLS

OPENRESTY_WORKERS

PGS RABBITMQ USERNAME

PGS RABBITMQ PASSWORD

PGS _RABBITMQ PORT AMQ
P
PGS _RABBITMQ PORT MNG

PGS RABBITMQ VHOST

Oo0s3a-
TeJIeH
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HeT

HEeT

HEeT
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info

HET

none

NONE

9002

512m

info

512mb

8888

8443

2/auto

"rabbitmq

HeT

5673

15673

co

HHAYEeHUA

YpoBens norupoBanus cepsucoB CVM, DCM, FM u
NM. Ucnonbsyrorcs sHadenus: a L L (Makcumym),
trace, debug, info,warn, error (Muaumym) uim
off (orkmrouenue oruposanHus)

[Tepeoripenensier monabid URL npunoxenust Mail B

/config

[Tapametp pexkxuma unTerparuu SSO c ouroit Poseidon
(PSN) (u3mensietr 6azoBbie URL Iloutsr, Kanenmaps u
KonraxToB B SSO, TONMOTHUTENTEHO aBTOPU3YET MOIh30-
Baress uepe3 PSN Ajax API noce ycrnerHoro jioruHa B
PGS, manunynupyet kykoit p7auth), win mojHOCTBIO
OTKJTIOYAeT UHTETPaIMIoO B pexxume NONe

Turn Meccenkepa Jist UHTErpalliy YyaTa B peJJakTOpPbI
nipu oMoty cepuca Chatbot. BoamoxHbie 3Hauenus:
DIALOG u none (OTKJIIOUeHHe UHTETpallym)

[Topt JVM nnist otnaaxy NM nipu BkITto4eHHOM
DEV_CORE, Tonbko mis pa3paboTku!

Pasmep nmamsitu (xuna JVM) cepsuca NM

Yposens noruposanus cepsrca NPS. Mcnonbzyembie
sHauenus: debug (makcumym), info, warning
error (munumym) wim 0T T (oTksrouenue oruposa-
HUS)

KonudecTBo maMsTH, TOCTYIHON OTEIEHOMY KOHTEH-
Hepy KOHBepTalluH, 3armyckaeMomy depe3 NPS, ykazan-
HBIX eIMHHIIL TTAMSITH.

[Topt http mpoTokoma anis Manage API cepsuca SSO

[Topt https nportokosa s Manage API cepsrca SSO

KonmyectBo BopkepoB Nginx (auto o3nauaetr vCPU * 2)

[Tonb3oBarens mocTyna k rabbitmg Ha ctopone PGS

[Taposb moctyma k rabbitmq Ha cropone PGS Ha cTopone
PGS

[Topt Beb unTepdeiica rabbitmq Ha ctopone PGS

[opt ynpasnenus rabbitmq Ha cropone PGS

Wms BupTyanbHoro xocta rabbitmq Ha cropone PGS
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Nmsa napamerpa

PREGEN HTTP SOCKET TI
MEOUT MILLIS

PREGEN NODEJS OPTS

PREGEN QUEUE_HIGH

PREGEN QUEUE_LOW

PREGEN WORKERS HIGH

PREGEN WORKERS LOW

PREGEN WORKER MAX_MEM

PRESENTATION EDITOR D
ISABLED

PRIVATE DOMAINS

PRIVATE REGISTRY HOST

PRIVATE REGISTRY_ IMAG
E

PRIVATE REGISTRY_ PASS
WORD

PRIVATE REGISTRY_ PORT

PRIVATE REGISTRY USER
NAME
RABBITMQ DIST PORT

RABBITMQ EPMD PORT

RABBITMQ LOG LEVEL
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-1

100

100

10

10

2048

true

[]

co-
private-
registry
registry
HeT

5000
couser
25672

4369

info

HHAYEeHUA

TaitmayT coenunenust ¢ ceppucoM PREGEN uepe3
HAPROXY, ecnu oripesiesieH ¥ MeHbllle 3HaUeHHs
HAPROXY HTTP TIMEOUT MILLIS

Honomaurensublie oniuu Node.js cepsuca PREGEN,
pekoMmeHIyeTcs 3HaueHHe - -optimize for size
VIS MHCTAJUISIMN, OTPAHUYEHHBIX 110 [IaMATH Ha CepBe-
pax u3 cexiuu [pregen]

JlnvHa odepeqy BICOKOIIPUOPUTETHBIX 3a[jad CepBUCa
PREGEN

JlnvHa odepey HU3KOIIPMOPUTETHBIX 3a/lad CepBUCa
PREGEN

KonmnuecTBo BOpkepoB (TapasiiesbHbIX 06paboTIMKOB)
BBICOKOTIPHOPUTETHBIX 3a/1ad cepBruca PREGEN

KonmuecTBo BOpkepoB (TapasiiebHbIX 06paboTIMKOB)
HU3KOITPUOPUTETHBIX 3a/1ad cepBruca PREGEN

KonmuecTBo mamsiTH, IOCTYITHOW KaXkJIOMy BOPKepYy B
cepsuce PREGEN, merabaur.

®rar 3anperieHus paboThl pefjakTopa Ipe3eHTallu.

CrnucoK IOMEeHOB, CepTH(UKATHI IJIs1 KOTOPBIX BBIKAUYHBA-
totcst u3 Artifactory, Tonbko j171s pazpaboTtku!

Wms xocra npuBatHoii Docker Registry, ucnonbsyemoit
VISl UHCTaJUIALUH

Ter obpaza npusatHoit Docker Registry, ncrnonssyemoit
UL THCTaJUISIAN

ITaposs pist Registry B OTKpBITOM Bufie.

[Topt mpuBaruout Docker Registry, ucmons3yemoit s
WHCTAJUISIIIAN

Jlorun npusarHoit Docker Registry, ncrnonb3yemott st
WHCTAJUISIITAN

TTopT MEXCEepPBUCHOTO B3aUMOJIMCTBHS tCp IPOTOKOIIA
cepsuca RabbitMQ na cepsepax ¢ poinbio [mQ]

[Topr Erlang kmacrepuzaruu EPMD tcp mpoTtokoia cep-
Brca RabbitMQ na cepsepax ¢ ponbro [mq ]

YpoBeHb JiorupoBanus cepBucoB RabbitMQ. Mcmomnb3aye-
Mble 3Havenus: debug (makcumym), info, warning,

error (MmuaumyMm) uinm NONE (OTKITI0YeHHe JIOTUPOBa-
HUST)



Nmsa napamerpa

RABBITMQ FEDERATION E
NABLED

RABBITMQ LOG MESSAGES
LIMIT

RABBITMQ MNG PORT

RABBITMQ NODE PORT

RABBITMQ PASSWORD
RABBITMQ USERNAME
RABBITMQ VHOST

REDIS LOG LEVEL

REDIS MS PORT

REDIS PASSWORD

REDIS SENTINEL NAME I
MC

REDIS SENTINEL QUORUM

REDIS SEN PORT

REGISTRATION ENABLED

SDD DU ENABLED

SELINUX ENABLED

SWAP ENABLED

SYSTEM TIMEZONE

UPGRADE_KERNEL

Oo0s3a-
TeJIeH

HeT

HeT

HeT

HeT

na

na

HeT
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HeT

na
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HeT
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HeT

HeT

HeT

HeT

na

HeT
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false

200

15672

5672

HeT
couser
co

info

6379

HET

imc

26379

true

true

false

false

Etc/GMT-3

false

HHAYEeHUA

®nar BritoueHus $pefepanuu rabbitmg

MakcrumanbHOe KOJTUIeCTBO JIOT COOOIEeHUN B CeKyH/TY
Ha offHOM Yy3iie RabbitMQ (npu npeBeieHUn TUMUTA
COO0OITIeHHsI 0TOPACHIBAIOTCS)

[Topt Beb unTepdeiica http mporokona cepsuca
RabbitMQ Ha cepsepax ¢ ponbio [mq ]

[TOpT KJIMEeHTCKOTO B3aMMOJIeHCTBHS {Cp TIPOTOKOJIA
AMAQP cepeuca RabbitMQ Ha cepsepax ¢ poinbio [M(]

[Taposs amst cepuca (API, Be6 untepdeiic) RabbitMQ
Jlorun ayist cepuca (API, Be6 nntepdetic) RabbitMQ
Bupryanensiii xoct RabbitMQ

Yposens sorupoBanus cepBrucoB Redis. Mcnonb3yembre
snasenns: debug (makcumym), verbose, notice,
warning (MuauMym)

I[TopT KIMEeHTCKOTO B3aMMOJIeHCTBHS tCp MPOTOKONA
RESP cepsuca Redis Ha cepsepax ¢ ponsio [mq]

IMapoins misa Redis AUTH na cepsepax ¢ poibio [mq]

Nwms 6a3n1 Redis mys morutopunra yepe3 Redis Sentinel
Ha cepsepax C posbio [Mq]

MunumanbHOe konudecTBO Redis Sentinel cepucos st
MIPUHSATHS pellleHus: 00 U3MeHeHUH CTaTyca MacTepa

Redis nHa cepsepax ¢ ponbio [mq ]

IMopT KIIMEHTCKOTO B3aMMOJIENCTBHS tCpP TIPOTOKOJIA
RESP cepsuca Redis Sentinel Ha cepsepax ¢ poisiMu

[mq], [core *]

®jar BKITFOYEHHMST BOBMOKHOCTH PErUCTPAIAN HOBBIX
nosib3oBaresiei yepe3 Beb nurepdeiic Auth/SSO

®Prar oTrIIOUEHUs pexkxuMa myima DU

®nar Brmrouenus nojaepxku SELinux (skcrepumen-
TaJIbHO)

®rar ucronb3oBaHus swap daria [yl TTOAIePXKKH
pabotsl ¢ myniom DU moBbIeHHOTO pa3mepa (3KCIepu-
MeHTaJIbHO)

‘YcraHaB/MBaeT YaCOBOM MOSIC CUCTEMBbI Ha KaXkK0M cep-
Bepe MHCTAJUIAINUN

@jiar BKITIOUEHUS peskuMa 0GHOBIIEHHUS SI7Ipa 110 BePCUU
4.4 LTS (ucrionmb3yeTcst s/ipo U3 elrepo.org)
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13. IIpunoxkenue 2. 3amyCK HHTerPAalfuUOHHBIX TeCTOB

[Tocse 3aBepiiieHyst MpeiBapUTeNIbHOM MTpoBepku mojcuctembl CO, npy Hanuuuu paboTatoiux uHcTawsiuin PGS u
(ommuonanbHO) PSN, HE0OX0MMMO 3aTTyCTUTh UHTETPAI[MOHHBIE TeCTHI.

o TecTbl TOMKHBI OBITH 3allylieHbl C cepBepd YCTAHOBKU.

13.1. HacTpoiika mapaMeTpoB CKpPHUIITA 3aITyCKa
HHTerpariOHHbIX TeCTOB

[TapameTpbl CKpUITa 3alycka WHTerpanuonubix tectoB ~/install co/run _integration.sh nepenmatorcs
Yepes repeMeHHbIe OKpY)KeHust. VX 3HaueHus IOJDKHBI COOTBETCTBOBATH MTApaMeTpaM JIaHHOM MHCTasmi. Hekoro-
pble TIpUMepbl 3HaYeHH# TapaMeTPOB YKa3aHbl B CKPHIITE.

Obs13aTenbHbIe MapaMeTphl:

* ETCD BROWSER URL — mommwiit anpec (URL) cepsuca Etcd Browser Ha yaie ¢ ponbio [service].
ETCD BROWSER USERNAME — wums momb3oBatesns etcd-browser.
ETCD BROWSER PASSWORD — maposs s etcd-browser.

SUPER _ADMIN — norun cynepagmuna PGS (fis cosmaHust TECTOBBIX TEHAHTOB U UX aJIMHHOB).

SUPER PASSWORD — maponb cynepaamuna PGS.

MAIL DOMAIN — modYTOBbIN JOMEH MHCTA/UIANNH, 6e3 @.

PGS POINT — nomnusriit agpec (URL) PGS cepsuca Euclid APL

OnnuoHasibHbIe IapaMeTphl:

* TAG INTEGRATION — Ter o6pasa Docker koHTeliHepa C HHTErPAllMOHHBIMHU TECTAMHU.

* DOCKER _REGISTRY — ampec (FQDN wu ommmonansHo mopt) Docker Registry, rie pacrionaraetcst yka3aHHbIN B
TAG_INTEGRATION o6pas.

* REGISTRY USERNAME — sorun B ykasauubiii Docker Registry.

* REGISTRY PASSWORD — maposnb B ykazauubiii Docker Registry.

* ACCOUNT NAME — mpedwukc nMeHr JOMeHa CO3/1aBaeMOro TeHaHTa, He JIOJKeH COflepiKaTh . Wi .

* PASSWORD — maposib co3maBaeMoro aJIMUHKUCTPATOpa TeHaHTa U BCeX CO3[aBaeMbIX II0JIb30BaTe Iew.

* TESTSET — Ha6op TecToB, UCIIONb3YIOTCS CAeyoLre HaGophL:
o fast — ouncTka MPOCTHIX AKKAYHTOB, 3aMTyCK UHTETPAIIMOHHBIX TECTOB (UCIIOMb3YeTCs M0 YMOTIaHHUIO0);
o all — mepecosnanye NPOCTHIX U KOPIIOPATUBHBIX aKKayHTOB, 3aIlyCK MHTETrPAllMOHHBIX TeCTOB;

* SSL IGNORE — urHopupoBaTh HEeBAIH/IHbIE WITH CAMOTIOANHCAHHBIe SSL. cepTrdrKars.

* MAX WAIT — makcumasbHOe BpeMsi OKHMIaHHsI aCHHXPOHHBIX OIlepalyii B CeKyHIax.

* LOG OUT — myTs k jior daitry ommboK TeCTOB.

* INFO LOG OUT — noruposars B ¢ait BMecto stdout.

* LOG LEVEL — ypogenn noruposanus (debug info warn error).

* DNS — azpec menybimraroro DNS cepBepa Jijist 3aKPBITOM MHCTAJUISIIHH.

* TENANT ADMIN — monuelil JOTMH afiMMHA TeHaHTa B BUAe <JIO0MMH>@<OOMEH-TeHaHTa>[.<oKpyxe-
Hue>] .<goMeH-UHCTannauuMm>. Hanpumep, admin@test-deploy.mrt.myoffice. ru. Ilogmomen
He JIOJDKeH COZIepKaTh CUMBOJIBL . U . TeHAHT U MOJIb30BATeNM B HEM Oy/IyT CO3MAHbI [epe]] TeCTOBBIM MPOro-
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HOM.

A Ecmu nepenan nmapamerp TENANT ADMIN, nepemennsie MAIL DOMAIN u ACCOUNT NAME

WTHOPUPYIOTCSL.
13.2. IIpumep 3airycka HHTErpaliOHHBIX TeCTOB

export ETCD BROWSER URL=http://10.0.0.1:8001
export ETCD BROWSER USERNAME=user

export ETCD BROWSER PASSWORD=pass

export SUPER ADMIN=pgs

export SUPER PASSWORD=pgs pass

export MAIL DOMAIN=example.com

export PGS POINT=https://pgs.example.com/adminapi
./run_integration.sh
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14. IIpunoxenue 3. Hacrpoiika noacucrem CO

Hacrpoiika napamerpoB koHdwurypanuu mnopcucrem CO mpousBomutcst depe3 Web-untepdeiic Etcd Browser mo
agpecy http://<nokanbHbii-agpec-cepsepa>: 8001 ¢ ucnonb3oBaHKWeM JIOTHHA U TIApOJIis, HACTPOEHHBIX B
paspene 5.5. Ajpec cepsepa 6epeTcs M3 yKazaHHOro B rpyimie [ Service] unpenraproro daiiia.

WsMeHeHHe mapaMeTpoB TPOM3BOIUTCS B Betke /NCt/CO/<BHYTpeHHAs Bepcus penumsa CO0>/config.
[Tocre MopHGUKAIMK OJHOTO WM HEeCKOJbKHUX MAapaMeTpOB, U3MEHEHHS MOYKHO TPUMEHWTh, HakaB KHOMKY Send B
[IPABOM BepXHEM YTy CTPaHHUIIBL.

HU3MeHeHHs IMapaMeTpOB KOH(bI/IpraIII/II/I MOXeT IIPOUCXOAOUTDH I1epe3adllyCK 3dBHMCHUMbIX CEepPBHCOB,

g JlobaBiieHye WM yiajieHue MapaMeTpoB NpUMeHsieTCs cpasy, 6e3 Haxkatus kHonku Send. [Tocre
9TO B CBOIO 04Yepelb MOXeT BbI3BATb HEIOCTYIIHOCTb CUCTeMbl Ha HEKOTOpPOe BpeMms.

[To coobpakeHusiM 6€30ITaCHOCTH AOCTYII K JIAHHOMY TOPTY JAO0JDKEH OBbITh OrpaHUYeH JIOKAJIbHBIM
o XOCTOM ¥ BHYTPeHHHUMH (TIPUBATHBIMU) CETSIMU C afpecamu 1o ctanaapty RFC1918. Kareropude-
CKH 3aTIpeIiaeTcsi OTKPLIBATh JIOCTYI K HeMY U3 ITyOIMIHBIX CETel.

14.1. HacTpoiika JOCTYIIHBIX A3BIKOB

Hactpoiika mocTynHbIX sI3bIKOB (Jlokanmusanwmii) B Ul Be6 npunokenwii (language switcher) ocymiecTBisieTcs: mytem
usmeHenus napamerpa config/wfe/branding/excluded. locales. json B Etcd. Yacts s13b1k0B (U3 UMero0-
IIMXCS B JTUCTPUOYTHBe JIOKAIM3allKi) He NOCTyIHA I0JIb30BaTello, CIeAylollue JIOKalIMU3alid HeT BO3MOXHOCTU
BbIOpaTh B Ul 1o ymonmdanuio:

[IIZh_CNII’ Ilar_ARII’ IIhi_INII’ Ilja_JPII]

Crincoxk BCex JIOKa3u3aluu, BKJIFOYeHHBIX B JUCTPUOYTHUB, MOXKHO y3HAaTb B rnapamerpe
config/wfe/branding/available.languages. json s Etcd.

14.2. HacTpoiika JieHAUHTa 1 MEeHI0 OBICTPOro 3aIycKa

Hacrpoiika 1OCTYIIHBIX IS 3allyCKa MKOHOK IpHIoeHUH (appswitcher) Ha crpanurie senaunra Auth/SSO u B MeHio
6BICTpPOTO 3aIrycka (quicklaunch) OCYIIeCTBIISIeTCS nyTemM M3MeHeHUs rapamMeTpoB
config/wfe/appswitcher.landing.json u config/wfe/appswitcher.quicklaunch.json B
Etcd. [To ymMomdaHMIo 3TO CIUCOK BCEX AOCTYIHBIX MPHIOKEHUH B MHCTAJUISIIIUN, CMOTPY TaK)Ke TTapaMeTpsl B pasie-
nax 5.14, 5.15, KoTOpble OrPaHUYMBAIOT JJAHHBIH CITUCOK.

Maccus Order ympasisier MOpsIKOM MOSIBIEHHs] HKOHKH TIPHIIOKeHUs B crcke. Kuirod Main ykasbiBaer Ha rias-
HYIO (DOJIBIIYIO) NKOHKY Ha JIEH/IUHTe.
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http://<локальный-адрес-сервера>:8001
https://tools.ietf.org/html/rfc1918#section-3

appswitcher.landing.json

"order": [
"wfm",
"mail",
"contacts",
“calendar",
"profile",
"admin"

1,

"main": "wfm"

appswitcher.quicklaunch.json

"order": [
"landing",
"wfm",
"mail",
"contacts",
"calendar"

14.3. HacrTpoiika OTIIPaBKHU CUCTeMHBIX TUCeM-HOTU(PUKAITUN

Jjis OTIIPaBKU CHUCTEMHBIX THCeM-HOTU(UKAIMN (IIPUBETCTBEHHOTO MHUChbMa, MMCbMa O CMeHe WJIM BOCCTAHOBJIEHUU
TapoJist, U T.11.), TpebyeTcst BHermHMM 1o otHomrennto k CO cepuc SMTP. 3to moxer 66T SMTP cepBuc BHyTpH
PSN, mtu BHelntHUMI CepBUC 3aKa34MKa WHCTAUIIMK WIA a]MUHUCTPATOPa TeHaHTa. JTOT ke CepBUC Oy/ieT UCIIONb-
30BaThCs (IIPY COOTBETCTBYIONIMX HACTPOMKAX) IS OTIPABKU OT3BIBOB IIOJIB30BaTeNIel IS CITYXKOBI MOAIEpPIKKU
(support feedback). Hacrpoiika mapamerpoB cepsuca SMTP (a takxke ceprudpukatoB ECHA u aspecoB camrmopra)
OCYIIEeCTBIISIETCS B TIOJIb30BaTeIbCKOM HHTep¢eiice aIMUHUCTPAaTOpa TeHAHTAa MHCTAJULIIUH (TeHAHTA, BIIAfelolero
JIOMEHOM MHCTaJUBIIKH 110 YMOJTYaHHIo) Tociie 3aBepiieHus uHcTawsinui CO u PGS. Oty HacTpoiiku MOTyT OBITH
TIpU HeOOXOIMMOCTH B JlalbHeHIeM u3MeHeHbl. B cirydae HacTpoiiku cobctBeHHOTO cepBruca SMTP agmunamcrparo-
poM JI060ro APYroro TeHaHTa, I10JIb30BaTeIM 3TOTO TeHaHTa OyAyT IOJIydaTh CUCTeMHbIe ITHChbMa-HOTUUKAIIUU OT
YKa3aHHOTO B HACTPOWKAX MX TeHAHTA afipeca (eciy TeHAHT [T0JIb30BaTelIsi MOXKHO OTIPeleIUTh U3 KOHTeKCTa obparie-
HUST), WIM OT aJipeca U3 HaCTPOeK TeHaHTa MHCTAISIIKY (eC/y TeHaHT I0JIb30BaTesIs 3apaHee He U3BeCTeH, HallpuMep
3anpoc Ha cOpocC maposist Ipy 06palieHrnH Ha JOMeH WHCTAJUISIIINY, @ He KACTOMHBIN JJOMeH TeHAHTa).

J1J1s1 KOppeKTHOW OTCBIIKH MHUCeM-HOTUGUKAIIUK ClieflyeT yOeIuThCs, YTO Bce Heobxomumble nmapamerpsl FS AppAPI
cKoH(UTYpUpOBaHbI, a co cTopoHbl PGS HacTpoen mexanu3m obpariieHus o BUpTyanbHOMY ip SSO npu n3ameHeHUH
HACTpOeK TeHaHTA U TpY HeoOXOIMMOCTH OTIPaBKU CUCTEMHOTO MUchMa. [loiydyeHre HaCTpoek TeHaHTa Ha CTOPOHe

SSO moxuo npoeeputh B Etcd mo agpecy tenants/<id TeHaHTa>, mig TeHanra C JOMEHOM MHCTAJUIALMU DTO
oyner tenants/default.

14.4. Hacrpoiika aBropu3anum yepe3 ECHUA

[Tpexne, yeM MOTYIUTh BO3MOXKHOCTH aBropu3anuu B ECHA depe3 production-cepBepa rocyciyr, Heo6X0oauMo Ipo-
BEepUTh U TMIOATBEPAUTHh PAb0OTOCIIOCOOHOCTL CUCTEMBI B recounurie. [lofpobHbie pyKOBOACTBA O JIEUCTBUSIX, KOTOPHIE
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He0OXO0/IMMO BBHITIONIHUTE Ha cTopoHe ECHA:

* https://sc.minsvyaz.ru/media/docs/esiametodicheskierekomendatsii2-8.pdf

* http://docplayer.ru/70981722-FEsia-instrukciya-po-rabote-s-testovoy-sredoy-1-4.html

B pesymbrare 3THX [EHCTBUH aJMUHHCTPATOPY MHCTAULINUHN (4, BO3MOXHO, aJMUHHUCTPATOPaM OTAEIbHBIX TeHaH-
TOB) TIepeflaloTCsl CTeHepUPOBaHHbIE M 3aPeruCTPUPOBaHHbIE CePTUQUKAT, KITI0Y U UJIeHTU(DHUKATOP CUCTEMBI B TECTO-
Bo cpenie (koHType) ECHUA.

IIpenBapuTenbHble HacTpoiku napamerpoB ECHA (o Hawana fierios) omvcasbl B pasfene 5.7. Ilo ymonmdanuio
HICTIONTB3YIOTCS TOJIBKO TTapaMeTphl, UMeloIHe OTHOIIeHHe K TeCTOBOU cpefie. Eciu B onTb30BaTeIbCKOM HHTEpGeiice
aJIMUHMCTpATOpa TeHaHTa MHCTAUISIIUM (U JII0O0ro ApPYyroro TeHaHTa, B KOTOPOM HY’KHa IOAJIep>KKa aBTOpU3aIuu
yepe3 ECHA) Bce ckonpurypupoBaHno npaBuibHO (paspemeHa ECHA Ha ypoBHe MHCTa/ISIINM, BBEJIeHbI CepTUU-
KaT, KIIF0Y U UJIeHTUPUKATOP), TOJDKeH 3apaboTaTh GpyHKITMOHAI aBToOpy3aliuu depe3 TectoByto cpeny ECHA. TMocre
HeOOXOIMMBIX MMPOBEPOK WHCTAUISIIIUK (TIPUBS3KU U OTBSI3KU TeCTOBbIX akkayHToB ECHA k mosb3oBatesnisiM TeHaH-
TOB, BBINIOJIHEHMs Bxozia B cucteMy 4epe3 ECHA u T.I.), aiMUHHCTpaTOpaM HMHCTAJULIIAK U TeHAHTOB HEOOXOIMMO
MOJTyYUTh CePTUPUKAT, KIIIOY M WIEHTUPUKATOP IJIS IPOAYKTUBHOW Cpefbl, ¥ 3aMEHUTh MX B MOJIb30BATEIIECKOM
uHTepdetice aAIMUHUCTPATOpa TeHAHTAa WHCTAUIINY (U IPyTHUX TEeHAHTOB).

Jlo u3MeHeHUs] HACTPOeK HeOOXOJMMO OTBSI3aTh PaHee MPUBS3aHHbIe aKKAyHTHI TOJIb30BaTesieid OT
ECHA, ecnu B manbHe#IIeM MIaHUPYETCs] X UCIOTb30BaHue B production.

[Tocrie atoro, B Etcd Heo6xonrumo naMenuts ciienytoiue url Ha production:

* config/wfe/authentication.esia.test.ac url=https://esia.gosuslugi.ru/aas/oau
th2/ac

* config/wfe/authentication.esia.test.rs url=https://esia.gosuslugi.ru/rs

* config/wfe/authentication.esia.test.te url=https://esia.gosuslugi.ru/aas/oau
th2/te

ECHA. Ha nanHbIif MOMEHT HeT BO3MOXKHOCTH MepeKJIIouaTh OT/IeSIbHble TeHAHThI U UMeTh TeCTO-

g OTO u3MeHeHUe IpuBeleT K IIepeKJII0YeHrIO BCel HHCTAJUISIMKA Ha HpO)Iy'KTI/IBHI)IFI KOHTYP
BbIE/ IMPOAYKTHUBHBIE TEHAHTbI B MUHCTAJJIAIIMKM OAHOBPEMEHHO.

14.5. Hacrpotiika poramuu j10oroB B ElasticSearch

Haunnas c persza Mint (2018.02), o ymMosuaHHMIO HHJIEKCHI JIOTOB, coxpaHseMbIX depe3 ElasticSearch, He ynanstorcs
npy ferioe ¢ o4rcTkoi paboueit mupekropun (-€ CLEANUP=true). ITonHOCTbIO yIanuTh CTapbie JIOTH MOXKHO
TpH Jierioe, ucmonb3osas omuio -€ CLEANUP ES=true Bmecro -e CLEANUP=true.

JlJis mipeoTBpallieHus eperioyiHeH s TUCKa BO BpeMsl 3KCIUTyaTallky, [0 YMOTYaHHUIO JioTH crapiie 120 nHei aBToMa-
TAYECKH yHansatoTcs (1o cron, ¢ Wcnonb3oBadueM miaruHa Curator st ES). Oto 3Havenue (B AHSIX) MOXHO 33/1aTh
ommeit ES INDEX RETENTION PERIOD DAYS npu memnoe, Wiy U3MeHHUTb B JalbHENIIEM Ha MallMHE C POJIBIO
log B /opt/co/systemd/systemd-env nepemennyio ES INDEX RETENTION PERIOD DAYS u pecrap-

TOBATH CEPBHUC:

systemctl restart fluentd-server
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